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ABSTRACT In this work, an advanced novel small-scale non-orthogonal communication technique
utilizing physical layer security (PLS) for enhanced security and reliability for two users is proposed.
This work is motivated by current challenges faced by conventional non-orthogonal multiple access
(NOMA) techniques, for instance, the recent exclusion of power-domain NOMA (PD-NOMA) from
3GPP release 17 due to its performance degradation resulting from channel estimation errors and
the utilization of successive interference cancellation (SIC) algorithms at the receiver. The proposed
model uses the wireless channel characteristics to eliminate user interference as well as completely
degrade the received signal at the eavesdropper’s terminal. More specifically, auxiliary signals are
precisely designed and superimposed on top of user signals from a dual-transmitter system to
provide perfect secrecy against external and internal eavesdroppers, while providing low complexity
at the receiver. The efficiency and novelty of the proposed system are presented via mathematical
analysis and validated by Monte Carlo simulations. Results obtained indicate that the proposed
model achieves less complex, secure, and more efficient communication, suitable for low power
consumption and limited processing applications.

INDEX TERMS Non-Orthogonal Multiple Access (NOMA), Security, 6G, Internet of Things, Wireless
communication, Wireless security, Physical Layer Security.

l. INTRODUCTION

nternet of things (IoT) is a network of millions of
Iinterconnected wireless devices accessible through the
internet [1]. The idea of IoT was made possible by
advanced wireless communication technology (5G and
beyond). This is due to the many advantages such as
increased data rate, reduced delay, and enhanced cel-
lular coverage in the communication technologies over
preceding technologies [2]. These advantages will have
a huge impact on future service delivery. Some areas
influenced by IoT are autonomous driving, healthcare,
entertainments, industrial appliances, smart cities, smart
energy grids, sports, remote surgery, and drone delivery

applications [3]. Therefore, countries around the world
are employing IoT technologies to combat challenges
such as traffic congestion, insecurity, and infrastructure
management caused by overpopulation. The information
shared by these devices is sensitive, hence, it is critical
that the communication system used by IoT devices is
secure in order to protect confidential information [1].
Due to its unique properties, non-orthogonal multiple
access (NOMA) communication technique has received
tremendous attention in the current 5G and future 6G
technologies [4]. These properties include high spectral
efficiency, low latency, improved coverage, and massive
connectivity [4]. Nevertheless, NOMA has various security
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limitations that must be addressed. Firstly, an external
eavesdropper can intercept messages between multiple
NOMA users using the same resources simultaneously.
Secondly, independent communication between legiti-
mate NOMA users must be secured to prevent inter-
nal eavesdropping. Moreover, according to [5], power-
domain NOMA is no longer considered as a work item in
the 3rd generation partnership project (3GPP) and was
excluded in release 17 due to numerous performance
degradation issues. For example, it is common knowledge
that power-domain NOMA systems utilising successive
interference cancellation (SIC) achieves higher connec-
tivity and throughput than orthogonal multiple access
(OMA) schemes [6], however, power-sharing among mul-
tiple NOMA users causes the degradation of signal-to-
interference power Ratio (SINR) for each user.

Cryptography and Physical Layer Security (PLS) tech-
niques are the two main security techniques used in
current communication systems [4] [7] [8] such as NOMA.
Nevertheless, according to [4], cryptographic methods are
not enough to provide the required security in future
communication paradigms due to the following reasons.
Firstly, future networks will be made up of decentralized
and diverse systems. Therefore, key sharing and man-
agement will be an extremely tedious and costly task.
Secondly, future communication paradigms will include
new technologies such as massive machine-type com-
munications (mMTC) and ultra-reliable low-latency com-
munications (URLLC). These systems are designed for
low-power consumption and delay-sensitive applications.
Therefore, application of cryptography-based methods
on future communication systems will not be feasible.
Thirdly, future communication paradigms will be applied
to many different areas with varied levels of security.
However, according to [9], encryption-based techniques
can only provide binary-level security. Additionally, the
emergence of supercomputers makes cryptography more
vulnerable, as a security breach is just a matter of time
[10].

On the other hand, PLS can explore the properties
of the channel such as noise, channel randomness, and
interference to utterly degrade the received signal at the
illegitimate user’s terminal [9], hence achieving key-less
secure transmission by signal design and signal process-
ing techniques. In PLS, properly designed artificial noise
(AN) is superimposed on legitimate users’ signal and
hence eliminating the need for private key production
and management, moreover, it facilitates flexible trans-
mission through the design of adaptive communication
protocol [1, 11]. According to [9], PLS is a promising
solution to the security threats faced by 5G and future
6G network devices.

There are numerous advantages of using PLS over
conventional cryptography methods [9]. Firstly, PLS can
utilize a commonly used channel between legitimate
users to disrupt the received signal at the eavesdropper’s
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antenna. Hence eliminating the need to share and man-
age keys. Secondly, most PLS design techniques require
simple signal processing methods. This is beneficial to
services with limited processing and low power require-
ments [4]. Finally, according to [12], channel-dependent
resource allocation and link adaptation schemes in PLS
can be employed to design adaptive security models that
are dependent on specific occurrences.

Numerous works in literature have proposed enhanc-
ing NOMA security using PLS designs and overcome
NOMA security limitations. Authors in [13] propose a
PLS design in cognitive radio inspired NOMA network
with multiple primary and secondary users. The scheme
pairs primary and secondary users according to their
channel gain and then power-domain NOMA is used to
transmit the signal. According to the authors, secrecy
levels can be improved by pairing the primary users with
the best channel gains or by reducing the number of
secondary users. Additionally, authors in [14] propose a
new secrecy beam-forming (SBF) scheme by exploiting
the use of artificial noise to protect confidential infor-
mation of two NOMA users. The paradigm is designed
for multiple-input single-output non-orthogonal multiple
access (MISO-NOMA) systems such that only the eaves-
dropper’s signal gets degraded. However, the proposed
power-domain schemes still sufferers from SINR degra-
dation.

Also, authors in [5] propose Waveform-Domain NOMA.
The paradigm proposes the utilization of multiple wave-
forms in the same resource element (RE), where relevant
waveforms are assigned to each user and then decoded
at the receiver side. The drawback to this system is that
it contains additional processing at the receiver. Which
increases power consumption as well as complexity.

A reliable communication system for future wireless
communication is expected to be safe and secure from
all kinds of threats. There are two types of eavesdrop-
pers that a communication paradigm must be secured
against, external and internal eavesdroppers. An internal
eavesdropper is a legitimate user who illegally acquires
information from other users, while an external eaves-
dropper is not in the authorised users’ set. Moreover,
an eavesdropper can be passive or active [4]. An active
eavesdropper is one who has the channel state infor-
mation (CSI) available at the receiver, while a passive
eavesdropper does not have the CSI available at the
receiver. Internal eavesdroppers are generally active while
external are passive.

Based on the aforementioned discussion, the need
for a new and robust NOMA technique utilizing PLS
for enhanced security is recognised. This work proposes
small-scale NOMA (SS-NOMA) paradigm, where, auxil-
iary signal superposition using time diversity is used to
enhance communication security and reliability of future
low-complexity, massive machine type communication.
The main objectives and contribution of the proposed
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SS-NOMA design utilizing PLS are listed below.

A. NOVELTY AND CONTRIBUTIONS OF THE
PROPOSED ALGORITHM

The novelty and contributions of the proposed SS-NOMA
paradigm are to develop a NOMA scheme with:

1) Low-power consumption.

2) PLS design against internal eavesdroppers

3) PLS design against external eavesdroppers.

4) Two rounds auxiliary-signal-base transmission for
two users, which is more complex for eavesdropper
decode private information compared to a single

user.
5) Low complexity. Conventional NOMA systems use
interference cancellation algorithms [4] such as

successive interference cancellation (SIC) at the
legitimate user’s receiver to cancel the interference.
However, the proposed algorithm uses specially
designed auxiliary signals to automatically cancel
the interference. Hence simplifying transmission
complexity.

6) Minimum computation. The channel matrices are
diagonal, therefore, the inverse operation is simple.
Consequently, the auxiliary signal matrices can be
designed by simple computation.

7) No power dependent communication for near and
far NOMA users.

The remainder of this work is organised as follows: Sec-
tion II provides a review on NOMA. Section III discusses
the overall system model of the proposed system. The
algorithm is discussed in detail in section IV. Section V
talks about performance analysis. Section VI highlights
the simulation results, and finally, the conclusion is
presented in section VII.

Il. ANOMA REVIEW

The evolution of multiple access schemes over the last
few decades can clearly be observed as 1G, 2G, 3G,
and 4G [15]. The respective corresponding multiple ac-
cess technologies are frequency division multiple access
(FDMA), time division multiple access (TDMA), code divi-
sion multiple access (CDMA), and orthogonal frequency
division multiple access (OFDMA) [16]. These multiple
access communication technologies were designed for
orthogonal multiple access (OMA) where wireless re-
sources are orthogonally allocated to multiple users in
time, frequency, and code domain, hence known as OMA
communication techniques. Nevertheless, OMA is faced
with a number of problems as enumerated below [15].

1) The number of supported users is limited to the
number of available orthogonal resources.

2) Despite the different domain techniques (frequency,
time, and code), the orthogonality is almost al-
ways destroyed by the effects of channel variations.
Therefore, orthogonality restoration measures are

implemented at the receiver leading to high com-
plexity.

Hence, the challenge for OMA to support massive con-
nectivity, which is a key requirement for 6G technologies
persists. Additionally, OMA is unable to meet other critical
requirements such as very high spectral efficiency and
low latency [17]. NOMA was developed as a technique
with the ability to support more users than available
orthogonal resources and solve the problems of OMA.
The novelty in the design of NOMA is to support non-
orthogonal resource allocation but at the expense of
increasing the complexity at the receiver where the non-
orthogonal user’s signal is decoded.

A major milestone was achieved with NOMA technique
when 3GPP LTE release 13 approved study item of down-
link multi-user superposition technique (MUST) in an
effort to standardize NOMA [6]. The main objectives of
MUST according to [18][19][20][21]1[22][23][24] was:

1) To identify possible enhancements accomplished by
downlink multiuser communication schemes in a
single cell.

2) Investigate potential system-level gain and possi-
ble trade-offs between complexity and performance
under real-world deployment conditions and traffic
models.

3) Identify required standard changes needed to assist
user equipment to cancel or suppress cell-to-cell
interference.

The study item concluded that NOMA can increase
system capacity and enhance user experience, where it
is high performing during peak traffic load in the net-
work, compared to sub-band scheduling case, it is more
beneficial in user perceived throughput for wideband
scheduling, and also more beneficial in user perceived
throughput for cell-edge UEs compared to other UEs [6].
Additionally, LTE Release 14 has released a new work
item of downlink MUST for LTE, with a central objective
of developing necessary infrastructure to allow LTE to
perform cell-to-cell multiuser superposition transmission
for the physical downlink shared channel [23]. More-
over, multiple NOMA schemes have been investigated
in literature[15][25][26], including power-domain NOMA
(PD-NOMA) [27], sparse code multiple access (SCMA)
[28], pattern division multiple access (PDMA) [29], re-
source spread multiple access (RSMA) [30], multi-user
shared access (MUSA) [31], interleave-grid multiple ac-
cess (IGMA) [32], Welch-bound equality spread multiple
access (WSMA) [33], and interleave division multiple
access (IDMA) [34].

The NOMA schemes mentioned above follow the su-
perposition principle and can generally be placed under
PD-NOMA or code-domain NOMA (CD-NOMA). How-
ever, since NOMA principle allows multiple user signals
to be superimposed on the same resources, this leads to
interference and security issues. In the subsequent sec-
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tions, a novel NOMA inspired communication technique
is modeled, the technique utilizes characteristics of the
channel to provide perfect security to users as well as
cancel interference without any additional processing at
the receiver.

lll. OVERALL SYSTEM MODEL

This communication technique can be modeled to serve
any number of users. However, the scheme discussed in
this work is designed for two users for simplicity pur-
poses, where the system is composed of a dual-transmit
antenna and two single-antenna legitimate users. The
legitimate transmit antennas are trying to communicate
with the users in the presence of a single-antenna eaves-
dropper as shown in Fig. 1. In addition, it is assumed that
the transmitter has no knowledge of the passive eaves-
dropper’s channel. In the figure, the channel is indicated
by Hyxm. Where Hypy, is the diagonal channel frequency
response of user k during transmission round m. The
channels between antenna—1 and antenna—2 and all
the users are assumed to be known at the transmitter and
are taken to be slowly varying multi-path Rayleigh fading
with the exponentially decaying channel.

Moreover, we employ channel sounding techniques
to derive the channel from the transmitter to the re-
ceiver. The technique enables the reproduction of the
channel using the receiver to transmitter channel in a
time division duplexing (TDD) system. The proposed
paradigm utilizes dual antennas for transmission, and
the transmission is done in rounds. During each round,
only one antenna is active, while the other is inactive.
The active legitimate antenna wants to communicate to
a particular user such that neither the external passive
eavesdropper nor the internal active eavesdropper (other
user) can decode the information.

IV. PROPOSED ALGORITHMS
In this section, we focus on developing the proposed
algorithm and justifying the calculations.

A. NOMA WITH AUXILIARY SIGNAL SUPERPOSITION

This work explores the use of auxiliary signals that are
superimposed on user signals to enhance the security and
reliability of future applications with limited processing
abilities at the receiver [3]. The system is designed such
that there are two transmissions from two different an-
tennas. However, only one antenna is active during each
transmission round. A superimposed auxiliary signal is
calculated and added to the sum of the users’ signal dur-
ing each transmission round. The down-link transmission
from two different antennas is to ensure different chan-
nels. Consequently enabling the design of the auxiliary
signals to guarantee secure and reliable communication
against internal and external eavesdroppers. Moreover,
communicating with two users during each transmission
round make it very complex for the eavesdropper to
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decode the transmitted information. This is because the
designed auxiliary signal is a function of both users’
channel. Compared to a single user system, a two-user
system will provide perfect secrecy against eavesdroppers
while making it easy for legitimate users to decode their
respective signals.

The design of the proposed algorithm is as follows:
A dual multi-carrier OFDM system with two transmit
antennas is used, as shown in Fig. 2. Moreover, two
single-antenna users and a passive eavesdropper are
included in the system. The transmission process consists
of two transmission rounds, where only one antenna
is active during each transmission round as it can be
observed from Fig. (i.e, in round 1 antenna-1 is
active antenna—2 is inactive, in round 2 antenna-2 is
active antenna-1 is inactive). Furthermore, it is assumed
that both transmission rounds are within the coherence
time of the channel. The frequency response of each
OFDM symbol for user-1 and user- 2 at antenna—1 and
antenna—2 can be represented as xj = [xo,xl,...,fo_l]
and xp = [xo,xl,...,fo,l] respectively. Where Ny is the
total number of modulated symbols in one OFDM block,
and both x; and x3 € CIVr>11,

Afterward, x; and xp are converted from serial to
parallel and then their sum is added to the designed
auxiliary matrix before transmission. The design steps
of the auxiliary matrices for the proposed model are
outlined in the subsequent discussion.

The signal from the first antenna after superposition
to user-1 and user-2 is given as:

u; =X +Xo +17. (1)

Similarly, the signal from the second antenna is given
as:

Uz =X +X2 +r2, (2)

where, x; and x; are the vector data in frequency domain
for user-1 and user-2 respectively. Moreover, r; and rz
are the auxiliary matrices expressly designed using the
legitimate users’ channel. r; and rp will make sure that
the signal received by user-1 and user-2 is secure from
internal and external eavesdropping. In the following
subsections, we will explain the details of the received
signal at user-1, user-2, and eavesdropper. Afterward, we
will explain the design of the auxiliary signals.

1) Received signal at User-1
The received signal in the frequency domain at user-1
during round-1 using antenna—1 can be given as:

yi1 =Hnw +2yy, 3)

where Hj; is the frequency response of the channel and
711 is the additive white gaussian noise (AWGN) between
user-1 and antenna—1 during round-1. Similarly, the
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FIGURE 1. Novel small scale NOMA multiple input single output OFDM detailed model.

received signal at user-1 during round-2 using antenna—
2 is given as:

V12 = Hypuz + 732, 4)

where Hj; is the frequency response of the channel, and
Z12 is the AWGN between user-1 and antenna—2 during
round-2. The combined received signal using maximum
ratio combining (MRC) from round-1 and round-2 at
user-1 can be written as:

¥1 =HE yi1 + Hibyiz, 5)

where y; is the received signals at user-1 during round-
1 through antenna—1 and y;2 is the received signals
at user-1 round-2 through antenna-2. ()7 denotes the
Hermitian transposition. After substituting the values of
yn1 and yjz in (5), the combined signal is written as
follows:

. 2 H 2 H
V1 = [Hp1["uy + Hyjzyp + [Hiz[ w2 + Hy,zpo, (6)

where u; and uy are the superimposed transmitted sig-
nals during the first and second round. After substituting
the values of u; and uy in (6), the combined signal is:

¥1 = Hi > (X1 +x2 +11) + Hiy Z13
+Hy2l* (X1 +X2 +12) + HipZ12. @)
Rearranging (7) and collecting like terms gives us:

$1 = (Hppl* + Hyz/H)x; + (Hpp * + [Hiz*)x2
+|Hp ey + |H12|21‘2+H11{1Z11 +H11{2Z12- (8)

The first term in (8) is the desired term with respect
to user-1, while the remaining terms are undesired. The

added auxiliary signals will ensure that the undesired
terms, as well as the channel effects, are removed and
canceled at user-1.

2) Received signal at User-2

Similar to user-1, the received signal in the frequency
domain at user-2 during round-1 using antenna—1 is
given as:

yo1 = Hojuy +23y, 9

where Hp; is the frequency response of the channel and
Zy1 is the AWGN between user-2 and antenna—1 during
round-1. Likewise, the received signal at user-2 during
round-2 using antenna—2 is given as:

y22 = Haouz + 72, (10

where Hy; is the frequency response of the channel, and
Zyp is the AWGN between user-2 and antenna—2 during
round-2. The combined received signal by using MRC
from round-1 and round-2 at user-2 is:

2 = Hyyya1 + Hppyao, (1)

where yy; is the received signal at user-2 during round-1
from antenna—1 and y»; is the received signal at user-
2 during round-2 from antenna-2. After substituting the
values of y2; and yg into (11), the combined signal is
presented as follows:

. 2 H 2 H
V2 = [Hz1["uy + Hy o) + [Hpz|"uz + Hyyz0,  (12)

where u; and uy are the superimposed transmitted sig-
nals during the first and second round. Substituting the

5
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values of u; and uy into (12) results in the combined

signal shown below.

N 2 H
V2 = [Ha1 " (X1 + X2 +11) + Hy, Z21

+ |H22|2(X1 +Xg +713) + H;IZZZZ. (13)

Rearranging (13) and collecting like terms gives us:

V2 = (IHzy * + [Ha2/)%;1 + (Hay |? + [Hzz )Xz

2 2 H H
+[H21|°11 + [H22| 12 + Hy 221 + HyyZ22, (14)

The second term in (14) is the desired term with re-
spect to user-2 while the remaining terms are undesired.
Likewise, the added auxiliary signals will make sure that
the undesired terms, as well as the channel effects, are
removed and canceled at user-2.

3) Received signal at Eavesdropper
For the case of the eavesdropper (Eve), the combined
received signal from round-1 and round-2 is:

¥3 = Ho ya1 + Hibysz, (15)

where y3; = Hgju; +z3; and ys2 = Hzpup + 23, are the
received signal at the eavesdropper during round-1 and
round-2 from antenna—1 and antenna-2, respectively,
where Hz; and z3; are the frequency response of the
channel and AWGN between the eavesdropper and
antenna—1 during round-1 while Hgp and zgp are the
frequency response of the channel and AWGN between
the eavesdropper and antenna—2 during round-2. Sub-
stituting the values of y3; and ys2 into (15) results in the
following equation:

. 2 H 2 H
V3 = [H31["uy + Hgyz3; + [H32|"uz + Hgyz32,  (16)

where u; and uy are the superimposed transmitted sig-
nals during the first and second round. After substituting
the values of u; and uy into (16) we get:

A 2 H
V3 = [H311° (X1 +X2 +11) + H3 231

+|Hazl|? (X1 +X2 +12) + HobZgo. (17)

Rearranging (17) and collecting like terms gives us:

¥3 = (Hz1 1> + [Hz2[H)x; + (IHa1 |* + [Ha2|*)x2

2 2 H H
+|H31|°1y + |H32| 12 + Hy, 231 + H35235. (18)

The eavesdropper will try to get information from
both user-1 and user-2. Therefore, for Eve, both terms
of equation (18) are desirable. However, as shown in (18)
it is extremely difficult for Eve to cancel the interference
it gets from users’ signals as well as that coming from
auxiliary signals. Therefore, it is impossible for Eve to
decode the signal for user-1 or user-2. The derivation of
the values of the auxiliary signals, r; and rp, is explained
in the subsequent section.

6

4) Designing the superimposed auxiliary signals for the
proposed algorithm

In this section, we will design the auxiliary signals r; and
rp such that the combined signal sent during round-1 and
round-2 is received at the intended user with no extra
computations at the receiver while providing meaningful
and reliable information as well as protecting the user
from internal and external eavesdroppers.

Auxiliary signals r; and rp are designed as follows: As
illustrated in (8), the first term is the desired term for
user-1. Therefore, the auxiliary signals r; and rp will be
designed such that the effect of the channels on user-1 is
removed as well as the interference by user-2 on user-1.
Hence, the second, third, and fourth term in (8) should
be equated to zero as follows:

(Hp1? + Hi2/)xz + [Hyy [°ry + [HypzlPr2 =0, (19)

Similarly, looking at (14), the second term of (14) is the
desired term for user-2. Therefore, the auxiliary signals
r; and rp will be designed such that the effect of the
channels on user-2 is removed as well as the interference
by user-1 on user-2. Hence, the first, third, and fourth
term in (14) should be equal to zero and can be shown
as:

(IHz1 1% + Ha2/H)x; + [Hzy 1y + [Hpz[Pr2 =0.  (20)

Equations(19) and (20) can jointly be solved to deter-
mine the values of auxiliary signals r; and r, as follows:

= (IH11*(IHz11? + [Hzz|*)x1 — [Hzy *((Hyy [*+|H12/*)x2
[Hy2|2|Hzy |2 - [Hyy | [Haa|?

’

21)
—(IHz211? + [H22/%)x1 — [Ho2|*r
r = (IH2;1 | + [Hzo| )21 [Hzz| 2 ©22)
|Ha; |
Using the auxiliary signals, r; and rp shown in (21) and

(22), signals for user-1 and user-2 during round-1 and
round-2 are send from the transmitters as shown in Fig.

. The auxiliary signals will guarantee complete secrecy
against internal and external eavesdroppers.

V. ALGORITHM’S PERFORMANCE ANALYSIS
APPROACH

In this section, we will outline the approach used to
analyse the performance of the system. We will start by
discussing performance at the two legitimate users’ ter-
minals (User-1 and User-2), then discuss the performance
at the eavesdropper’s terminal.
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Modulator

Modulator

FIGURE 2. Dual multi-carrier OFDM system with two transmit antenna.

A. LEGITIMATE USERS (USER-1,USER-2)

In order to conduct a performance analysis on the legit-
imate users, we will use numerical data fitting methods,
similar to that used in [3]. To determine the BER at
each legitimate user’s terminal, we must calculate the
instantaneous signal-to-noise ratio y; at each user’s node.
The auxiliary signals r; and rp depicted in (21) and
(22) respectively are designed to protect each user from
inter-user interference as well as from the effects of
the channel. According to [3], the distribution of the
power of sub-channels corresponding to the received
signal for each user must be determined so that vy
can be calculated using numerical data fitting method.
Fig. 3 shows the power distribution of sub-channels
corresponding to the received signal at the legitimate
user. As it can be observed, the fitted distribution follows
Weibull distribution with scale and shape parameters of
w =1.53 and pu = 2.08 respectively.

Analytical data fitting method proposed in [3] is used
to compute the theoretical BER of the proposed NOMA
schemes. The statistics of the effective instantaneous
signal-to-noise ratio (SNR), y;, is first calculated for the
legitimate user utilizing each scheme. The probability
density function for the effective instantaneous SNR is
calculated as:

3
1\* 1 Q2 lw]/b)
P ~|=| — )
wow=(5) 5 - er|55y) e
b

where Q, 5, and T (u) are the mean squire of the
sub-channels, average SNR, and the gamma function
respectively. Py, (yp) can then be used to calculate the
BER.

1 o0
BERy = 5 fo er fc(vyv) Py, (vp) dyp. (24)

After substituting Py, (yp) in (24) with (23) we get the
equation below:

BER, =1 [5°er fe(y75) (3) sy T4 exp (-5 42 ) vy (25)

Remove CP

De-modulator user-1

@ Remove CP

EET user-2

De-modulator

According to [28] when (25) is simplified we get the
equation below:

3
1\4_1_Q2
(5) I(p) 3 T o
i [arctan(\/5£) 1
BERy = -
2 1 w32 lowf(j,10))
v 2% 2w7b(1+w7b)

0.4

0.35 -

I Empirical

Gamma

Weibull
GeneralizedExtremeValue

o
N
a

Probability Density
o
e =}
[4)] N

o
=

o
o
a

FIGURE 3. Power distribution of sub-channels corresponding to the received
signal at legitimate user (Bob)

B. EAVESDROPPER (EVE)

Analysing the case for the eavesdropper, from equation
(18) we observe that the eavesdropper is interested in
information from both user-1 and user-2. The signal to
interference at the eavesdropper’s terminal for listening
to the signal deliberated for user-1 is given as:

(IHz; [+ [Hsp ) %1 12
(IHgy [ +[Hs2|?) x| +|Hzy |21y +[Hsz|>r2+03, +03,

SINR, = @27

where Ugl is the variance of channel noise corresponding
to HY z3 and o2, is the variance of channel noise
corresponding to H§ZZ32. Likewise, The relevant signal to
interference at the eavesdropper’s terminal for listening
to the signal intended for user-2 is given as:

(Hz; *+[Hgp[*) Xz |* 28)
(IH3112+|H3212) |x1 [2+|Hg1 1211 +|Hg2[ra +0%, +03,

SINR =

7
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Analysing (27) and (28), we observe that there is
tremendous inter-user interference depicted by the inter-
ference at the denominator of the equations. Additionally,
H;;,Hy2,H2; and Hpp which are functions of r; and rs
at the denominator are unknown to the eavesdropper.
Consequently, this leads to severe degradation at the
eavesdropper while trying to decode secured information
intended for both user-1 and user-2.

VI. SIMULATION RESULTS

In this section, we analyse the simulation results of the
proposed algorithm using bit error rate (BER), through-
put, and packet error rate as performance metrics. The
parameters used in this work are depicted in the table
below.

TABLE 1. Proposed algorithm system parameters

Channel Multipath Rayleigh Fading Channel
Channel Length 9

Cyclic Prefix (CP) 9

FFT Size 64

Modulation Type =~ BPSK

The designed system uses OFDM transmitters 7x; and
Tx, with 64 sub-carries for each user as shown in Fig.
. In addition, a cyclic prefix (CP) of length 9 is used
to prevent inter-symbol interference (ISI). The channel
between the transmitters Tx; and Tx,, and receivers,
user-1, user-2, and Eve, is assumed to be multi-path
Rayleigh fading channel with equal number of taps (L =9)
as shown in table

0 T T
10&___)&-___‘___

,,,,,,,,,,,,,

Bit Error Rate (BER)
5
W

= O~ user-1 ~
10-4 L - ®— user-2 LN il
user-1 listenTo user-2 b
. S
— O~ user-2 listenTo user-1 8
Eve listenTo user-1
10°F  |=A- EvelistenTo user-2 E
=——®— SISO-dual
=l SISO
10 -6 I I | |
0 5 10 15 20 25

SNR (dB)
FIGURE 4. BER Vs SNR performance measure for the proposed algorithm
Fig. 4 depicts the BER verses SNR graph for users uti-

lizing the proposed algorithm, single input single output
(SISO), and dual single input single output (SISO-dual)
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systems. From Fig. 4, it can be observed that the BER
for both legitimate users labeled as user-1 and user-
2 are similar. Moreover, the figure also shows the BER
performance for internal and external eavesdroppers.
Internal eavesdropping is when a legitimate user tries to
illegally acquire information that is intended for the other
user. For instance, when user-1 try to get information
intended for user-2 (depicted as "user-1 listenTo user-2")
or when user-2 try to get information intended for user-1
(depicted as "user-2 listenTo user-1"). It can be observed
that the performance of both internal eavesdroppers is
highly degraded. In addition, the figure also shows the
BER performance of an external eavesdropper trying to
eavesdrop on information intended for user-1 and user-2,
labeled as "Eve listenTo user-1" and "Eve listenTo user-
2" respectively. Similarly, we observe tremendous BER
degradation due to (27) and (28).

Fig. 4 also shows the BER performance of two distinct
transmission mechanisms, where users are utilizing SISO
with dual transmission (SISO-dual), and users utilizing
SISO with single transmission. It can be observed that
SISO-dual has better BER performance than SISO. Hence,
the proposed system is implemented using dual transmis-
sion. Moreover, It can also be observed that users employ-
ing SISO-dual have better BER performance compared to
the proposed algorithm. Nevertheless, it does not provide
secure communication as the proposed scheme.

2 user-1

% 0.75 =— @ user-2 ]
g Eve listenTo user-1

2 o7 — A= EvelistenTo user-2 b
2 —&— SISO

_'g 0.65 =@ S|SO-dual ]

U e Wi Sl stintl et —— "
0 5 10 15 20 25 30 35 40
SNR (dB)

FIGURE 5. Throughput performance measure for the proposed algorithm in
comparison with dual-SISO and SISO systems

Fig. 5 shows the throughput analysis for users utilizing
the proposed algorithm, SISO, and SISO-dual systems.
From Fig. 5, we can observe that the throughput perfor-
mance for a SISO system performs better than an SISO-
dual system. Nevertheless, the independent through-
put performance of user-1 and user-2 outperforms the
throughput performance for SISO. Moreover, it can be ob-
served from the figure that the throughput performance
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of the external eavesdropper trying to obtain information
intended for user-1 (Eve listenTo user-1) and user-2 (Eve
listenTo user-2) is very degraded.

108 — = — & — = = A= = = A= = = —A — = = A
b ~. user-1
® ~ ~. =— ®— user-2
w10t o Eve listenTo user-1 4
S NG — A= EvelistenTo user-2
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I -
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) ~
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= ~
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& 10721 X ,
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*
N
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SNR (dB)

FIGURE 6. Packet error rate of the proposed algorithm.

Fig. 6 shows the packet error rate (PER) of the proposed
algorithm. From the figure, it can be observed that the
PER for both user-1 and user-2 are similar and better
than the PER of the eavesdropper. The PER of the eaves-
dropper trying to eavesdrop on the information of user-
1 (Eve listenTo user-1) and user-2 (Eve listenTo user-2)
are 1. This further demonstrates the security of the pro-
posed system attained by utilising auxiliary superimposed
signals obtained by exploiting the characteristics of the
channel as shown in (21) and (22)

N Tx1-proposed
\ : Tx2-proposed
\\ Tx1-conventional

\ Tx2-conventional
10tk \ 4
N\

-4 I I I I I | h
0 2 4 6 8 10 12 14
PAPR

FIGURE 7. Peak to Average Power Ratio (PAPR) of the proposed algorithm.

Fig. 7 depicts the peak to average power ratio (PAPR)
of a conventional OFDM system and an OFDM system
utilizing the proposed algorithm. Tx1-proposed and Tx2-

proposed are the PAPR of the first and second an-
tenna using the proposed NOMA technique, while Tx1-
conventional and Tx2-conventional are the PAPR of the
first and second antenna using a conventional OFDM
system. Fig. 7 clearly indicates that users utilizing the
proposed algorithm have better PAPR performance than
these using conventional OFDM. Hence, the proposed
system solves one major problem experienced by OFDM
systems [35], by reducing the PAPR leading to better
spectral and energy efficiency.

Bit Error Rate (BER)

—O— e=0
—8— =0.05

e=0.2
—e— =1

conv NOMA far user
—#— conv NOMA near user

1074 L

5 L L L
0 5 10 15 20 25
SNR (dB)

10°

FIGURE 8. Robustness of the proposed algorithm under imperfect channel
conditions.

Finally, it is critical to analyse the robustness of the pro-
posed PLS algorithm to an imperfect channel. Therefore,
a channel error Ah is injected into the actual channel H;;
based on the values of MSE of a least-square estimator,
where i and j are the user number and transmission
round respectively, and i <3 and j < 2. The imperfect
channel is given as: H;; = H;; + Ah [36]. Hy was used
to calculate the auxiliary signals as shown in (21) and
(22), but the signal is transmitted through ﬁi,- which is
not a similar channel since Ah was added. Ah can be

modeled as an independent A\g/]\\;}(?}N with zero mean and

. 27 %dB .
variance 0'2, where 0'2 =ex107 10 . eisused to measure

the quality of the estimator, the lower the value of e, the
higher the quality of the estimator. Hence Fig. 8 is drawn
to measure the robustness of the proposed system.

Fig. 8 depicts the BER versus SNR plot of the proposed
paradigm under different qualities of the estimator, that
is, e equals to 0, 0.05, 0.2, and 1. Moreover, the figure also
shows the BER performance of near and far users utilizing
conventional NOMA. It can be observed that there is a
slight BER performance degradation as the quality of the
estimator degrades. Nevertheless, there is a vast number

9
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of algorithms in literature used to enhance the perfor-
mance of the estimator [36]. Also, it can be enhanced
either by increasing the power of the training sequence
or by using a pilot with a longer length. Nevertheless,
the BER performance of the proposed design with an
imperfect channel still outperforms the BER performance
of convention NOMA users as can be observed from Fig.

VIl. CONCLUSION

This work proposes the design of a secure, resilient, effec-
tive, and low complexity NOMA communication scheme
that can provide zero information leakage to both exter-
nal and internal eavesdroppers (perfect secrecy) without
having the receiver to do any additional processing. The
scheme is made up of two transmitters, and transmis-
sion is carried out during two transmission rounds. Two
distinct channel-dependent auxiliary signals are added to
the sum of the transmitted signals of user-1 and user-2,
one auxiliary signal during each transmission round such
that each legitimate user gets their intended signal after
the two transmission rounds, while the eavesdropper gets
the much-degraded version of the signal. The paradigm is
validated with mathematical models and simulations. The
obtained results demonstrate that the proposed system is
able to provide reliable and secure communication with
minimum complexity than conventional communication
techniques. Hence making the proposed model suitable
for IoT applications with low complexity and low power
requirements. In the future, we intend to model this
communication technique for more than two users.
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