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ABSTRACT The future wireless communication systems demand much more enhanced security and
reliability compared to currently deployed systems. In this work, we propose a much simpler yet more
efficient physical layer security (PLS) technique for achieving reliable and secure communication in
the multiple-input single-output non-orthogonal multiple access (MISO-NOMA) systems. This system is
capable of providing enhanced confidential communication as well as inter-user interference cancellation
without using the successive interference cancellation (SIC) method. The conventional NOMA was
previously adopted under the name of multi-user superposition transmission (MUST) in release 13 of 3GPP
but recently excluded from 3GPP-release 17 due to its performance degradation. In this work, we analyze
the drawbacks in conventional NOMA and present a new kind of NOMA with more improved performance
metrics. The proposed algorithm combines the benefit of pre-coder matrices with simultaneous transmission
using antenna diversity to provide simple, reliable, and secure communication without complex processing
at the receivers in downlink scenarios. The effectiveness of the proposed algorithm is verified and proven
by extensive analysis and numerical simulations.

INDEX TERMS PLS, MISO, NOMA, SIC, 3GPP, Wireless Communication, Antenna diversity, Simulta-

neous transmission, Pre-coder, Complex processing, Reliable, Secure, Downlink.

. INTRODUCTION

HE fifth generation 5G wireless communication net-

work is an evolution of previous fourth generation 4G
networks with several new enhanced services, added reli-
ability beyond the internet to critical communication, and
the internet of things (IoT). The major hype of 5G is due
to its three main characteristics that include Ultra-Reliable
Low Latency Communication (URLLC), Enhanced Mobile
Broadband (eMBB), and Massive Machine Type Communi-
cation (mMTC) [1]. With these enhanced services and fea-
tures, 5G communication systems have become more power-
ful. They will have a remarkable impact on several areas of
life [2], which can support many interesting applications such
as smart city projects, smart energy networks, remote surgery,
drone delivery, self-driven transportation, virtual reality, and
many others. Although 5G has a significant impact on future

technologies but still due to the broadcast nature of wireless
communication, the network security always suffers from the
risks to eavesdropping, which can affect the confidentiality
and security of signals [3].

The existing solutions to prevent network security issues in
wireless communication include cryptography and physical
layer security (PLS) based solutions [4]. It is a fact that the
nature of future communication is heterogeneous, which will
increase the challenges for the process of key sharing and
management. Therefore, cryptography-based solutions will
fail to provide security for such systems, and the signals will
be at risk because it can only offer the binary level of security
[5]. However, the future generation’s of wireless networks
will be more enhanced and expected to support vast services
fulfilling high-level security requirements. Moreover, some
applications suffer from the poor performance of transceivers



RS Open Journal on Innovative Communication Technologies 1@)

M. F. Zia et al.: An Advanced NOMA Security Technique

with processing restrictions, power limitations, and sensitive
nature due to delay. These drawbacks make the encryption-
based algorithm unsuitable for such applications [5].

The problems encountered by encryption-based algo-
rithms can be resolved using techniques based on PLS in
future communication systems, which have emerged as the
most popular and effective solution and can complement and
may even replace security approaches based on cryptogra-
phy [5]. PLS-based techniques can exploit different wireless
channel characteristics such as fading, noise, randomness,
and interference to stop unwanted and unauthorized nodes
from interrupting or decoding the permitted communication
underway. PLS-based security techniques can exploit any
random channel between authorized users to extract secret
keys, minimizing the need for key sharing. It can also be
applied using basic signal processing techniques that can
benefit communication devices with minimal processing and
delays [6].

The orthogonal frequency division multiplexing (OFDM)
waveforms are widely used in such devices. They are also
commonly used in existing wireless systems and are expected
to form part of future communication systems with several
enhanced properties [6]. Therefore, due to its great impor-
tance in communication systems, the OFDM waveform’s
security has earned significant attention among several top
research areas in PLS.

In the literature, PLS-based techniques proposed for
OFDM can be divided into four main groups. The first one
is based on secret key generation algorithms that generate
the secret keys on any random wireless channel. The keys
can be used on a physical layer, e.g., for channel-dependent
interleaving, [7], or on the application layer for encryption
[8]. The second group relates to channel adaptation aided
techniques in which the fundamental idea is to change the
transmission parameters of the authorized transmitter in or-
der to enhance the performance of the authorized receiver,
for example, schemes based on automatic repeat request and
adaptive modulation [9], OFDM with sub-carrier index selec-
tion [10], channel shortening [11], fading based sub-carrier
activation [12], pre-coding [13], etc. The third group focuses
on techniques based on artificial noise. In these techniques,
the artificial noise is added based on the authorized node’s
channel, so it can degrade the eavesdropper’s performance
without affecting the authorized receiver’s performance [14].
The fourth one is based on algorithms that focus on the
OFDM waveform’s hidden characteristics [15].

Most of the techniques mentioned above do not fulfill the
critical requirements of 5G networks. Besides, future appli-
cations will need reliable and secure communication, such
as secure URLLC, [10] [16], or ultra-reliable, and secure
communication (URSC). However, due to the combination
of security and reliability, several issues arise. As the extra
addition of reliability can give rise to redundancy, which can
harm the communication system and PLS. As a result, PHY
and MAC layers together, need to enhance the communica-
tion system’s reliability and security.
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This is achievable with the non-orthogonal multiple access
(NOMA) scheme, which has received significant attention
for 5G and beyond wireless communication systems due
to its unique properties and desirable features such as high
spectral efficiency, low latency, improved coverage, mas-
sive connectivity, fairness, etc. These multiple advantages
of NOMA make it a suitable candidate scheme for future
massive machine type communication (m-MTC) to be served
and provided by 5G and beyond networks [17]. In the litera-
ture, multiple PLS schemes have been proposed for NOMA.
Xiang et al. [18] proposed a NOMA network with multiple
primary and secondary users. This work focuses on PLS
design in cognitive radio. In this technique, firstly, the pri-
mary and secondary users are paired following their channel
gain, and afterwards, the signal is transmitted using power-
domain NOMA. This research suggests that by pairing the
primary users with the most excellent gains or by minimizing
the number of secondary users, the secrecy of data can be
improved. Furthermore, Lv et al. [19], proposed new secrecy
beamforming (SBF) technique by using artificial noise to
secure private data of the two users within a NOMA network.
This model is designed for MISO-NOMA systems such that
only the eavesdropper receives a degraded version of the
signals. Nevertheless, the proposed power-domain technique
still suffers from SINR degradation.

In addition, S.ahin et al. [20] proposed a waveform-domain
NOMA. This proposed model presents the idea for the uti-
lization of multiple waveforms in the same resource element,
where the most appropriate waveform is allocated to each
user and then decoded at the receiver. Thus, this system suf-
fers from the drawback that it requires additional processing
at the receiver, resulting in high power consumption with
enhanced complexity.

Several other NOMA schemes have also been investigated
in literature [21] [22] [23], including power-domain NOMA
(PD-NOMA) [24], sparse code multiple access (SCMA)
[25], pattern division multiple access (PDMA) [26], resource
spread multiple access (RSMA) [27], multi-user shared ac-
cess (MUSA) [28], interleave-grid multiple access IGMA)
[29], Welch-bound equality spread multiple access (WSMA)
[30], and interleave division multiple access IDMA) [31].

Therefore, the above mentioned NOMA schemes allows
multiple users signals to be superimposed on the same re-
sources, this leads to interference and security issues [32].
Furthermore, the existing physical layer security schemes
for NOMA are either limited to the case of external eaves-
dropping or based on cryptography-based approaches that
require key sharing and high processing with computational
complexity, making it not suitable for 10T requirements.
Besides, the conventional NOMA in its current form suffers
from several security risks and drawbacks, such as being
prone to external eavesdropping and internal eavesdropping.
Due to the broadcast of messages to multiple users at the
same time over the same resources, there is a risk that an
external eavesdropper (i.e., unauthorized, illegitimate user)
can overhear and access the information of multiple users
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FIGURE 1. Basic block diagram of NOMA with signal precoding using spatial diversity based system (i.e., simultaneous transmission from two antennas enabled by

MISO)

if NOMA transmission intercepts successfully. In addition,
the conventional NOMA is also prone to internal eavesdrop-
ping where there is a need to secure confidential messages
intended for multiple users from each other, especially in the
case when untrusted users are present. Therefore, the con-
ventional methods for sharing of data are unable to provide
perfect secrecy.

From the above facts, we are inspired to propose a new
kind of NOMA scheme with a simple technique of simulta-
neous transmission from two antennas to ensure secure and
reliable communication in an OFDM system with two users.
Our technique’s fundamental principle is to make the simul-
taneous transmission more useful for the authorized receivers
and useless for the eavesdropper. However, by introducing
joint reliability and security through cross-layer approaches,
we aim to improve both the security and reliability beyond
what is achievable alone by PHY and MAC security. More
specifically, NOMA, [33] inspired super-position along with
pre-coder matrices, is used with simultaneous transmission
from two antennas to achieve reliable and secure commu-
nication. The proposed algorithm does not require any pro-
cessing at the authorized receiver, making it suitable for
low-complexity communication systems that require limited
processing at the receiver.

The remainder of the manuscript is organized as follows:
In section II, the proposed system model is explained. The
proposed algorithm and respective details are presented in
section III. The performance analysis of the proposed al-
gorithm is provided with proven mathematical expressions
in section IV. The computer simulations and discussion are
presented in Section V. Finally, Section VI presents the
conclusion of the work.

Notation: Bold, lowercase letters are used for column
vectors while capital letters are used for matrices.

Il. PROPOSED SYSTEM MODEL
In this section, we provide a brief description of our proposed
system and its transmitter, channel model and receiver de-

sign.

A. THE TRANSMITTER DESIGN

The transmitter design in our proposed system consists of
a two-user two-antenna multi-carrier down-link authorized
transmitter (Tx) that aims to communicate with two single-
antenna authorized users in the presence of a passive single
antenna eavesdropper as can be seen in Fig. 1. Our MISO
system employs spatial diversity enabled by transmitting the
same composite signal (i.e., two user signals) simultaneously
from two antennas. Furthermore, we considered that the
transmitter has no information regarding the channel of a
passive eavesdropper.

B. CHANNEL MODEL

It is supposed that the channel between Tx and any random
user is slowly varying multi-path Rayleigh fading with the
exponentially decaying function that we presume is known at
the transmitter. Also, channel reciprocity property is adopted,
where channel sounding techniques have the potential to be
implemented to estimate the channel from the Tx to the
receiver using the channel from the receiver to transmitter in
time division duplexing (TDD) method. The communication
system employs a simultaneous transmission of two user
signals from two antennas. The authorized transmitter is
responsible for the security of communication within the
users so that the external eavesdropper cannot receive the
user’s signal information, nor the users get each other’s data.

C. THE RECEIVER DESIGN

The receiver model consists of user-1, user-2, and external
eavesdropper. Both the users decode their authorized pre-
coded data, as explained in section III, which helps in keep-
ing the data entirely secret. While eavesdropper trying to
intercept and access the data from user-1 and user-2 receives
the degraded version of signals as can be seen in the next
sections.
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FIGURE 2. Channel between the transmitter, authorized users and the
eavesdropper.

lll. PROPOSED ALGORITHMS
In this section, we discuss and explain our proposed algo-
rithm and its extension for future communication systems.

A. ALGORITHM FOR RELIABLE AND SECURE
COMMUNICATION

This work’s primary objective is to meet the requirement for
future applications that need secure, reliable communication
and limited processing capability at the receiver [10]. It is
important to note that improving the reliability of commu-
nication makes communication riskier to eavesdropping. A
common solution for providing efficient communication is
the space-time code [34]. It cannot, however, ensure secure
communication based on channel-independent precoder.

In our proposed technique, we superimpose two users’
signals along side pre-coder matrices and transmit them
simultaneously from two antennas. However, it should en-
sure that this simultaneous transmission occurs in different
channels and not on the same channel. It also allows us to
develop and find a specific set of pre-coder that can simulta-
neously protect against internal and external eavesdroppers.
Besides, compared to a single-user channel-based security
algorithm, two user signals that transmit simultaneously from
two antennas create more difficulty for the eavesdropper. The
explanation for this is that, in simultaneous transmission from
two antennas of the proposed algorithm, the pre-coders used
are a function of various authorized user channels. However,
in the case of single-user based algorithms, the pre-coder
is a single-user channel function only. So, the simultaneous
transmission role makes it more difficult for the eavesdropper
to decode the legitimate user signal while making it easier for
authorized users to decode the required information.

Moreover, in conventional NOMA [33], there is only one
transmission used with interference cancellation at the autho-
rized receiver. But in our proposed technique, interference
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cancellation is not required. We transmit the signal simul-
taneously from two antennas, which results in an automatic
interference cancellation because of the specially designed
precoding matrices. In our proposed method, we ensure
reliability and security through joint PHY and MAC mecha-
nisms. In particular, NOMA inspired pre-coded superposition
coding, together with cross-layer principles of simultaneous
transmission with antenna diversity, is implemented. It made
communication more secure and reliable for downlink sce-
narios without requiring any additional computational pro-
cessing at the receiver.

The details of the proposed algorithm are as follows: We
consider a two-user and two antenna multi-carrier system
as shown in Fig.1. At the transmitter (Tx), the total num-
ber of modulated symbols in one OFDM block for each
user is Ny. Thus, the frequency response of each OFDM
symbol for user-1 and user-2 can be represented as x; =
[1‘0.131 ..... JZNf_l] S (CUVle] and xo = [3301‘1 ..... fo—l]
e CINyx1], respectively. Note that yy,, € CW XU Hy, €
CINs>*Nil and zyy, € CWNr¥1| respectively, present the
received signal, the diagonal matrix for frequency response
of the channel and Additive White Gaussian Noise (AWGN)
between k;j, user and myj, antenna of the transmitter.

The basic steps for the design of pre-coder matrices for the
proposed algorithm are presented in the subsequent discus-
sion. On the basis of the proposed algorithm, the superim-
posed pre-coded transmitted signal from antenna-1 is given
as:

Miaxy + MasXs. (D

u; =

Similarly, the superimposed pre-coded transmitted signal
from antenna-2 can be given as:

uz = Mipxs + MopXa, (2)
where x; and x2 are data vectors in frequency domain
intended for user-1 and user-2, respectively, with the total
power divided equally between them, while My,, Ma,,
Mjip and Mgy, are specially designed pre-coder matrices
based on the channel of authorized nodes. These pre-coders
will make sure that the user-1 and user-2 will get reliable
signals which are also secure from internal and external
eavesdropping. We will first explain the details about the
received signal at user-1, user-2, and eavesdropper in the
following two subsections. Afterward, the details about de-
signing the pre-coding matrices will be explained.

1) Received Signal at User-1

The received signal in the frequency domain at user-1 from
transmission through antenna-1 can be given as:

yiu = Hiijug + 214, 3)

where Hq4 and z1; are the frequency response of the channel
and Additive White Gaussian Noise (AWGN) between user-1
and antenna-1.
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Similarly, the received signal at user-1 from transmission
using antenna-2 is given as:

Hizuz + 712, €]

where Hq 5 and z1 2 are the frequency response of the channel
and AWGN between user-1 and antenna-2.

The combined received signal at user-1 from simultaneous
transmission through antenna-1 and antenna-2 can be given
as:

Yi2 =

V1 =y11 +Yyi2, @)

where y11 and yi2 are the received signals at user-1 from
simultaneous transmission through antenna-1 and antenna-
2, respectively. After putting the values of y11 and yq2, the
combined signal can be presented as follows:

V1 =Hiius + z11 + Hizug + z12. (6)

Substituting the values of u; and uz from (1) and (2) and
simplifying, we get:

¥1 = H11(Miax1 + Ma2ax2) + 211
+ Hi2(Mipx1 + Mabx2) + 212, @)

¥1 = (H11Mia + HioMip)x1 + (H11 M2,
+ H12Moy)x2 + 211 + 2Z12. )

The first term in (8) is the desired term with respect to user-1
while the second term is undesired. The pre-coder matrices
will make sure that the undesired term as well as the channel
effects are removed and canceled at user-1.

2) Received Signal at User-2

Similar to user-1, the expression for combined received
signal at user-2 from simultaneous transmission through
antenna-1 and antenna-2 can be written as:

V2 =y21 +¥y22, )

where y21 = Haiuy + z23 and y22 = Hazuz + z22 are
the received signals at user-2 from antenna-1 and antenna-
2, respectively. Hoq and z2; are the frequency response of
the channel and AWGN between user-2 and antenna-1 of the
trasmitter while Hoo and zo2 are the frequency response of
the channel and AWGN between user-2 and antenna-2. After
putting the values of y2; and y22, the combined signal can
be presented as:

V2 = Haiug + z21 + Hagua + z20. (10)
Substituting the values of u; and uz from (1) and (2) and
simplifying, we get:

Y2 = H21(MiaX1 + MaaX2) + 221
+ Haz (MipX1 + MapXa) + 222, (11)

Y2 = (H21Mi1a + HooMiyp)x1 + (H21Maa
+ HoMoy, )Xo + 221 + Z22. (12)

The first term in equation (12) is the undesired term for user-2
while the second term is desired for it.

3) Received Signal at Eavesdropper

For the case of eavesdropper, the combined received sig-
nal from simultaneous transmission through antenna-1 and
antenna-2 can be written as:

V3 = y31 +ys2, (13)

where y31 = H3yu; +231 and y32 = Hsous + 235 are the
received signal at eavesdropper from antenna-1 and antenna-
2, respectively. Hs; and zg; are the frequency response of
the channel and AWGN between eavesdropper and antenna-
1 while H3y and z32 are the frequency response of the
channel and AWGN between eavesdropper and antenna-2.
After putting the value of y31 and yg2, the combined signal
can be presented as:

¥3 = Hsiug + z31 + Hazuz + 232, (14)

Substituting values of u; and ug from (1) and (2) and
simplifying as follows:

V3 = H31(Miaxy + Ma2ax2) + 231
+ Hsa(Mipx1 + MabX2) + 232, (15)

¥3 = (H31Mia + H32M1p)x1 + (H3z1 Mz,
+ H32Moay)x2 + 231 + 232. (16)

The eavesdropper wants to get information about both user-1
and user-2. Hence, for it both first and second terms of (16)
are desired terms.

4) Pre-coder Design for the Proposed Algorithm

We need to design pre-coder matrices Mia, Maa, Mip
and Moy, in such a way that the combined received signal
from simultaneous transmission through both antennas at the
authorized users will provide reliable data intended for them
while keeping the communication secure from internal and
external eavesdropping. The design of pre-coder matrices is
inspired by several interesting works in the literature such as,
[35] [36].

The design procedure of My, and Mjy, is as follows:
Firstly, in order to remove the effect of the channel at user-1,
the first term in the equation (8) should be equal to identity
matrix and can be given as:

H{1Mi, + Hi2M;yp =1, 17

Also, in order to cancel the interference caused by user-1 on
user-2, the first term in equation (12) should be zero and can
be given as:

H> 1My, + H22Myy, =0, (18)

Equations (17) and (18) can be jointly solved to get the values
of pre-coder matrices M1, and My, as follows:

M, = Hap(Ho2Hyq — H21H12)_17 (19)

Mlb = —H21(H22H11 - H21H12)71~ (20)

5
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Similarly, in order to design M, and My}, we will follow
similar steps as explained earlier. In order to remove the
effect of the channel at user-2, the second term in equation
(12) should be equal to identity and can be given as:

Hy 1Mz, + Hao Moy, = 1. 21

Also, in order to cancel the interference caused by user-2 on
user-1, the second term should be zero in equation (8) and
can be given as:

Hi1 Mz, + H12Mayp, =0, (22)

Equations (21) and (22) can be jointly solved to get the values
of pre-coder matrices as follows:

Maa = Hi2(H12Hoy — H11H22)_1, (23)

Moy, = —Hyq (HioHzy — Hi Hap) ' (24)

The values of pre-coder matrices M5, M1p, M2, and Moy,
are given in equations (19), (20), (23) and (24), respectively,
will be used in the simultaneous transmission to make sure
that the user-1 and user-2 will get reliable signals which are
secure from internal and external eavesdroppers.

B. SIGNIFICANCE OF THE PROPOSED ALGORITHM
There are significant benefits to the proposed algorithm that
can be summarized as follows:

o Security against external eavesdropping: The proposed
method can provide security against external Eve be-
cause the pre-coders are dependent on the channels of
the legitimate nodes.

o Security against internal eavesdropping: The proposed
algorithm can also provide security against internal Eve
by ensuring that there will be no leakage of information
among users.

o Less complexity: Due to the diagonal channel matrices,
the inverse operation is simple. Hence, pre-coder matri-
ces can be designed by simple computation.

o Limited processing: In our proposed approach, there
is no need for interference cancellation because we
transmit the signal simultaneously from two antennas at
one time and there is an automatic interference cancel-
lation due to the specially designed pre-coding matrices.
Hence, it can support applications with processing lim-
ited receiver (IoT-based application).

o Enhanced complexity for eavesdroppers: Mixture of
channel-based pre-coded signals of two users that are
transmitted simultaneously from two antennas is more
challenging to eavesdrop compared to channel adaptive
secure transmission based on a single user.

IV. PERFORMANCE ANALYSIS FOR THE PROPOSED
ALGORITHM

In this section, we present a performance analysis of the
theoretical bit error rate (BER) of the authorized node using

6

the proposed algorithm. We also discuss the BER perfor-
mance details of the eavesdropper, who is supposedly trying
to eavesdrop user-1 and user-2 information.

To calculate the analytical results related to the BER
performance of the authorized user, we use numerical data
fitting methods, similar to the work presented in [37]. In
order to calculate BER, we need to find the statistics of the
effective instantaneous signal-to-noise ratio (SNR), vy, at
the legitimate node. The values of pre-coder matrices M,,
Mip, Ma, and Moy, given in equations 19, 20, 23 and 24,
respectively, make sure that the interference term as well as
the channel effects are removed at both user-1 and user-2
corresponding to equation 8 and 12, respectively. In the first
step, we use the numerical data fitting method for finding the
statistics of v, at any user to obtain the distribution of power
of sub-channels corresponding to the received signal [37].
More specifically, we simulate 10000 realizations from both
AWGN and Rayleigh fading distributions. Subsequently, the
proposed scheme is applied, followed by the use of curve
fitting tools to obtain the best matching distribution for the
power of the sub-channels corresponding to the received
signal.

=
-

tw
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[ Ermpirical
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Weibull

—— GeneralizedExiremeValue
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= = = I
= = i~ 5

=
&

FIGURE 3. The power distribution of the sub-channels using curve fitting tools
at any user based on proposed technique.

Moreover, as can be seen from Fig. 3, power distribution of
the sub-channels using curve fitting tools at any user based on
the proposed technique follows the Gamma distribution [38].
Where, the scale and shape parameters are given as w = 1.53
and u = 2.08, respectively.

The probability density function (PDF) for the effective
instantaneous SNR, 7, , at the authorized node, with Gamma
distributed, [38], sub-channels’ power can be given in sim-
plified form similar to the work presented in, [37], with some
modifications and approximation as follows:
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where w and u are the scale and shape parameters, €2 is the
mean square of sub-channels, 73, is average SNR and I'(u)
is the gamma function.

The BER can be evaluated analytically by using PDF of
instantaneous SNR, vy, , [39] as follows:

1 o
BERy, = 5/ erfc(v/7b) Py (70)d . (26)
0

By substituting the value of PDF of SNR, ~,, the resultant
equation can be given as:

1 [ 1\* 1 Q3 /%
BERb:E/O erfc(\/’}/b)(w) m_igx

27)

By simplifying the above equation based on [37], the BER
formula can be given as:

arctan (y/p) 3 1

BER, ~ 2,572 T

. (8
p)) 28)

L £ and arctan () is the
W b

G
27
3
where, G = (1) 25 . p =
2

tangent inverse.

Finally, for the case of an eavesdropper, it is observed
from equation (16) that the eavesdropper is interested in
eavesdropping the data of both user-1 and user-2. The signal-
to-interference-plus-noise ratio (SINR) at eavesdropper for
eavesdropping the information intended for user-1 is given
as:

(|H22|%|Hs1 |2 +[H21|3|Hs2|?) [x1|?
(IH11]?2|H32[2+|H12[|?[Hs1[?)[x2]2 403,

SINR. = (29)
where 02, is the variance of noise power corresponding to
H3123;. Similarly, the SINR at eavesdropper for eavesdrop-
ping the information intended for user-2 is given as:

(IH11|?|Hsz|?+|H12|*|Hs1 %) x2|*
(IH22|2[H31|24+[H21 [2[Ha2(?)|x1[2+03,

SINR. = (30)
where 02, is the variance of noise power corresponding to
Hjs2235.

It is clear from equations 29 and 30 that there is a severe
performance degradation at eavesdropper when it tries to
eavesdrop the information intended for either user because of
interference terms (inter-user interference) in the denomina-
tors of these equations. Moreover, the terms Hy; , Hy2, Ha1,
and Hyo are unknown to the eavesdropper, making eaves-
dropping more challenging. The SINR distribution at eaves-
dropper by the above-mentioned fitting methods doesn’t fit
into any appropriate placement. Hence, we explain intuitively
about equations 29 and 30.

V. SIMULATION RESULTS

In this section, we evaluate the performance for superim-
posed pre-coder matrices with simultaneous transmission
using antenna diversity for two users’ signals. We present
the simulation results for the proposed algorithm and its
extension. The simulation of bit error rate (BER), throughput,
packet error rate (PER), and peak to average power ratio
(PAPR) used as performance metrics, proves the effective-
ness of our proposed technique.

We consider that the Tx is employing OFDM with N ¢y =
64 sub-carriers for each user. The added cyclic prefix (CP)
helps in avoiding inter-symbol interference (ISI). The chan-
nel is assumed to be multi-path rayleigh fading channel
between the transmitter and receiving nodes (such as users
and eavesdropper) with an equal number of taps (L = 9) as
shown in Table-I.

TABLE 1. System parameters.

Channel Multi-path Rayleigh fading channel
Channel length 9
Cyclic prefix (CP) 9
FFT size 64
Modulation type BPSK
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FIGURE 4. Bit Error Rate (BER) versus SNR performance analysis for the
proposed algorithm.

Figure 4 presents the bit error rate (BER) versus signal to
noise ratio (SNR) plots for the proposed algorithm (explained
in subsection-III-A), multiple-input single-output (MISO)
system. It is clear from Fig. 4 that the BER performances of
user-1 (Bob-1) and user-2 (Bob-2) employing the proposed
algorithm are similar to each other. However, there is a signif-
icant gap between their BER performances and external and
internal eavesdropper ones. The labels E-Eve-1 and E-Eve-2
show the BER performance of the external eavesdropper that
is trying to eavesdrop the signals intended for user-1 and user-
2, respectively. Labels I-Eve-1 and I-Eve-2 represent the BER
performance of the internal eavesdropper that is internally
trying to eavesdrop the signal between user-1 and user-2.
The degraded BER performances of external and internal

7
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FIGURE 5. Throughput versus SNR performance analysis for the proposed
algorithm.

eavesdropper show that the proposed algorithm can provide
reliable and secure communication.
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FIGURE 6. Packet error rate (PER) versus SNR performance analysis for the
proposed algorithm.

Figure 5 presents the throughput plots for the basic pro-
posed algorithm, multiple input single output (MISO) sys-
tem. Through experiments, we have observed that the number
of transmitted packets in the proposed system is equal to
the number of time slots, enhancing the joint throughput of
authorized users. As can be seen from Fig. 5, the individual
throughput performances of user-1 (Bob-1) and user-2 (Bob-
2) employing the proposed algorithm are similar to each
other. The excellent throughput performance of the autho-
rized user’s signals and the deterioration of external and
internal eavesdropper’s signals proves our proposed algo-
rithm’s robustness. It is essential to consider that although
eavesdroppers’ throughput performance is not zero, it is still
possible to provide quality of service (QoS) based security.
QoS-based security refers to the protection provided consid-
ering the requirements of various communication services
such as (voice, video, etc.). Further, different communication

8

services indeed have different QoS requirements for effective
communication. Therefore, to enhance a specific service’s
security, we degrade the performance of eavesdropper below
the requirements of QoS for that service.
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FIGURE 7. Comparison of peak to average power ratio (PAPR) performances
of the conventional OFDM and proposed algorithm.

Figure 6 shows the simulation of packet error rate PER
performance of both users and eavesdroppers, which we
calculated from BER as follows: PER =1 — (1 — BER)",
where n is the block size. It is clear from the result that signal
performance for PER of user-1 (Bob-1) and user-2 (Bob-2)
are again similar to each other. The Bob-1 and Bob-2 perform
exceptionally well than the eavesdroppers trying to eavesdrop
the signal intended for the users. And the eavesdropper
receives the extremely degraded version of the signal. So, in
this work, we target the QoS to provide security for services
such as voice and video and ensure that the error rate at Eve
is higher than the minimum required error criteria to use that
service. For example, voice and video can be kept secure at
Bob by ensuring that PER (corresponding to BER) at Bob is
less than the minimum required PER (corresponding to BER)
to use that service. In contrast, PER at Eve is made higher
than the minimum required PER.

Figure 7 depicts a comparison of the peak to average power
ratio (PAPR) performances of the conventional OFDM and
OFDM with the proposed algorithm for user-1 (Bob-1) and
user-2 (Bob-2). We can observe in Fig. 7 that the proposed
method’s PAPR performance outperforms the conventional
method at high SNR values. The developed scheme gets im-
proved PAPR because the precoder matrices, when designed
at the transmitter, change the signal’s distribution from being
gaussian to something less random than gaussian and close
to uniform. Therefore, it resolves one of the significant chal-
lenges faced by OFDM systems [40] by reducing the PAPR,
which results in improved spectral and energy efficiency.

Overall, as can be seen from the above-detailed analysis,
the proposed algorithm can be a good solution for providing
secure communication, especially for the low processing IoT-
based devices.
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VI. CONCLUSION

We have proposed a new technique for reliable and secure
communication in this paper. Our proposed method provides
the benefit of channel-dependent pre-coders with the simul-
taneous transmission from two antennas to ensure reliable
and secure communication against both internal and external
eavesdroppers. Firstly, the pre-coded data of the users is
superimposed. Then this pre-coded data is transmitted to
the receivers in simultaneous transmission from two anten-
nas, and the signals from the simultaneous transmission are
combined and sent to the receiver in such a way that only
the authorized users receive its data. At the same time, the
eavesdropper gets the degraded data. The simulation results
prove that our proposed method is suitable for secure and
reliable communication at receiver nodes without complex
operations, making it ideal for applications with low com-
plexity and less power limits (IoT-based applications).
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