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Joint PHY/MAC Layer Security Design Using ARQ
With MRC and Null-Space Independent

PAPR-Aware Artificial Noise
in SISO Systems

Jehad M. Hamamreh and Huseyin Arslan , Fellow, IEEE

Abstract— Automatic-repeat-request (ARQ) as a MAC layer
mechanism and artificial noise (AN) as a physical layer mech-
anism along with the help of maximal ratio combining (MRC),
are jointly designed to achieve secrecy. Basically, a special AN,
which does not require null-space in the channel, is designed
based on the quality of service requirements and the channel
condition between the legitimate parties and injected to the
data packet. If the same packet is requested by the legitimate
receiver (Bob), an AN canceling signal is properly designed
and added to the next packet. Then, an AN-free packet is
obtained by using MRC process at Bob, while deteriorating the
eavesdropper’s performance. Furthermore, two simple closed-
form expressions of the achievable secure throughput are derived.
The first one is given in a closed-form for the case of ARQ
scheme without AN, while the second one is given in an upper-
bound form for the case of ARQ with AN. Moreover, this paper
addresses two critical security-associated problems: 1) the joint
design of secrecy, reliability, throughput, delay and the tradeoff
among them, and 2) the increase in the peak-to-average power
ratio (PAPR) due to the added AN. Finally, the proposed design
is extended to OFDM to demonstrate its capability in not only
enhancing the secrecy due to the frequency selectivity of the
channel, but also in reducing the PAPR and out-of-band emission
of OFDM-based waveforms, while maintaining secrecy.

Index Terms— Cross PHY/MAC layer security, automatic-
repeat-request (ARQ), peak-to-average power ratio (PAPR), out-
off-band emission (OOBE), artificial noise (AN), maximum ratio
combining (MRC), quality of service (QoS), throughput, secure
throughput, delay, perfect secrecy, packet error rate (PER).

I. INTRODUCTION

THE demand for wireless communication services is con-
tinuously increasing as a consequence of the massive

spread in wireless devices with wide variety of applications.
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Since wireless communication is becoming the dominant
access type for most of the Internet-based services, serious
security risks appear on the wireless signals due to their broad-
cast nature. Therefore, security ensuring precautions emerge
as a critical need for wireless services. Specifically, users
require confidential transmission for their wireless data such
as private messages, voice calls, videos, financial transactions,
etc. As a matter of fact, secure communication systems are
desirable without just relying on the traditional encryption
and key-sharing methods. To this end, physical-layer (PHY)
security emerges as a promising and revolutionizing concept.
This has been motivated by four main security problems
in practical scenarios. First, the key generation, distribution,
and management processes between the legitimate parties are
extremely challenging, especially in large-scale heterogeneous
and decentralized wireless networks. Second, longer key length
results in more waste of resources, apart from the fact that
implementing security methods with Shannon’s perfect secrecy
is impractical in today’s data volume. Third, the fast devel-
opments and advances in computing and processing devices
reveal the fact that current secret key-based techniques can be
cracked, no matter how much mathematically complex they
are, especially when quantum computing becomes a reality.
Fourth, cryptographic-based security adds extra delay and
complexity to the Tactile communication applications such
as autonomous driving, remote surgery, controlling unmanned
aerial vehicles (UAVs), etc. These applications require utmost
secure communication with minimal latency.

To mitigate the effect of the aforementioned problems,
key-less information-theoretic-based schemes have attracted
the research community’s attention due to their desirable
features. In Wyner’s paper [1], it was stated that con-
fidential communication between legitimate users is pos-
sible without secret key sharing if the channel of the
eavesdropper (Eve) is worse than the channel of the
intended receiver (Bob). Motivated by the same study [1],
the achievable secrecy capacity from an information-theoretic
point of view was studied for various communication
scenarios and channels, which were surveyed in [2]–[4].
In particular, information-theoretic secrecy under channel cod-
ing and automatic-repeat-request (ARQ) was studied for the
case where Eve’s signal-to-noise ratio (SNR) is lower than that
of Bob in [5]–[9].

1536-1276 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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However, in practical scenarios, due to the random, location-
dependent, and broadcast nature of the wireless channel;
Eve’s channel condition including its received SNR can be
comparable to or even better than Bob’s one [10]. Therefore,
well-advanced and practical security techniques are extremely
needed to ensure the secrecy for legitimate users. In the
literature, various PHY security methods have been proposed
and comprehensively surveyed in [2], [3], and [4]. To the best
of our knowledge, most of these methods mainly depend on
exploiting one or more of the following approaches: 1) the
channel variations and its reciprocity with the assistance of
diversity to extract shared secret keys [11], [12]; 2) space
diversity such as MIMO, relays, and large scale networks to,
for instance: inject artificial noise (AN) [13], perform precod-
ing, shape antenna patterns (beam-forming) towards trusted
users [14], etc.; 3) specific features in certain systems such as
cyclic prefix, pilots, hardware impairments, and synchroniza-
tion to disrupt Eve’s reception [15]–[19]. However, when these
degrees of freedom are not available, PHY security becomes
extremely hard to achieve. Despite of all these constraints,
security can still be provided by exploiting some already
existing features in MAC layer, which are linked with the
quality of service (QoS) requirements. For instance, employ-
ing (ARQ/HARQ) protocol, that takes an advantage of the fact
that only intended recipients can request retransmissions, can
be used to enhance security [20]. In [21], authors studied the
optimal power allocation sequence over the HARQ rounds that
maximizes the outage probability of Eve, without considering
the effect of the transmission parameters. They assumed that
the statistical knowledge of Eve’s channel and SNR levels
are available at the transmitter. However, such an assumption
might be impractical since Eve is usually a passive receiver in
reality [2], [22]. Additionally, they considered that the channel
exhibits quasi-static fading, which is not necessarily the case
in many practical scenarios [23], [24]. Without relying on the
aforementioned assumptions, we in [25] investigated the exact
practical secrecy gap between Bob and Eve due to adopting
a special design of ARQ. It was shown that although ARQ
scheme can provide secrecy, it fails to deliver enough of
it at high SNR values or when Eve’s SNR is higher than
that of Bob, making Eve able to decode the packet correctly
from the first round [25]. To mitigate this problem, adaptive
modulation was proposed to enhance the obtained secrecy.
However, the enhancement was not significant enough and not
applicable over all SNRs [25].

In this paper, a new joint PHY/MAC layer security method
that exploits ARQ with maximal ratio combining (MRC)
process alongside a special design of AN is proposed to
provide secrecy even if Eve’s SNR is higher than that of Bob.
Under realistic assumptions, it is shown that the information-
theoretic perfect secrecy notion1 can practically be achieved
by the proposed method. Furthermore, the method preserves
its applicability for the worst security scenario, where the
legitimate channel is flat (not providing much randomness) and
the transmitter is equipped with only a single antenna. On the

1Perfect secrecy means that the mutual information leakage to Eve is equal
to zero (i.e., the decoding error probability of Eve must go to unity).

other hand, it is also noticed that perfect secrecy is not always
needed to provide a perfectly secure service. In reality, each
service has different QoS requirements than the others, and if
we ensure that Eve is operating below these requirements, then
practical secrecy can be guaranteed. The main contributions
of this paper can be summarized as follows:

• The exact secure throughput, resulting from the implicit
adaptivity, caused by using ARQ scheme with MRC
employed on a symbol level basis, is determined and
quantified by analysis and simulations, and then used as
a benchmark for comparison purposes with the perfor-
mance of the next proposed design.

• A new security method based on ARQ mechanism with
null-space-independent AN that exploits the receiver
structure of MRC is developed to ensure security for
various data services such as voice and video. Thus,
instead of relying on the null-space created by the
degree of freedom that exists in the case of multiple
antennas [13], [14], cooperative relays [26], frequency-
selective channel [15], or cyclic prefix feature in
OFDM [16], for AN generation; in this work, ARQ with
MRC is exploited for the first time in the literature for
producing null-space-independent AN to safeguard trans-
mission against eavesdropping attacks. Basically, AN is
designed based on the quality of service (QoS) require-
ments and the channel condition between the legitimate
parties and injected to the data packet. If the same packet
is requested by Bob, an AN canceling signal is designed
based on the legitimate user’s channel and added to the
next packet. Then, an AN free packet is obtained by using
MRC process, whereas the AN severely deteriorates the
eavesdropper’s performance.

• Closed form expressions of the achievable secure
throughput for voice, video, and delay-tolerant services
are derived, which can be used by designers to quantify
the secrecy performance of the proposed design.

• Two important security-related problems are addressed:
1) the combined practical design of secrecy, reliability,
throughput, delay, and the trade-off among them; 2) the
peak-to-average power (PAPR) increase, resulting from
the structure of the added AN.

• The scheme is extended to multi-carrier systems (OFDM)
over a frequency selective channel to demonstrate how a
designer can exploit and optimize the added AN to not
only improve secrecy, but also to reduce the PAPR and
out-of-band emission (OOBE) in OFDM systems.

The merits of the proposed scheme can be stated as follows:
• It is structurally simple but very effective, and it does

not require to be supported by a complicated transceiver
architecture. More importantly, it does not require any
changes or extra processing at the receiver side thanks
to the proper design of the added AN, which can be
perfectly canceled during the MRC process.

• It can provide prefect secrecy with the aid of the added
AN. This ensures zero information leakage to Eve even
if Eve’s SNR is higher than Bob’s one.

• It can provide secrecy in one of the most challenging
scenario, where there is no spatial degree of freedom
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(no null-space) and the channel is flat fading
(i.e., no much randomness).

• The proposed design creates an extra degree of freedom
in the power domain due to the added AN, which
can be utilized not only to enhance secrecy, but also
for other purposes alongside secrecy such as reducing
PAPR and mitigating OOBE of OFDM-based systems.
In other words, the scheme increases the system design
flexibility.

• It can serve as an alternative solution for the jamming-
aided eavesdropping problem presented in [27]. In this
problem, Eve jams Bob to force him to ask for retransmis-
sion so that she can get more copies of the same packet,
and thus increasing her decoding capability. However,
since in our scheme AN is added to each retransmission
round, this will prohibit Eve benefiting from the retrans-
mitted copies of the same packet. Interested readers can
refer to [27] for more details.

• The maximum benefit and best operating condition
of the proposed scheme can be obtained when it is
used with OFDM-based waveforms over dispersive
channels. This is due to two reasons: 1) the AN vector’s
randomness becomes not only a function of the generated
signal at the source, but also of the dispersive channel
randomness; 2) the possibility of redesigning the AN to
solve some of the major drawbacks of OFDM, as it will
be shown in Section V.

The remainder of the paper is ordered as follows: Section II
gives the details of the system model and the main adopted
assumptions. Section III provides the description and explana-
tion of the proposed security design. The analytical analysis
of the achievable secure throughput is presented in Section IV.
The extension of the proposed scheme to OFDM is explained
in Section V, where two new optimization problems related
to PAPR and OOBE are formulated and solved numerically.
Section VI exhibits and discusses the simulation results of the
developed method. Finally, conclusion and future works are
drafted in Section VII.

Notations: Vectors are denoted by bold-small letters,
whereas matrices are denoted by bold-large letters. Norm-
2 and norm-infinity are defined by ‖ · ‖2 and ‖ · ‖∞,
respectively. IN is the N ×N identity matrix. The transpose,
conjugate transpose, inverse, and absolute value (amplitude)
are symbolized by ( · )T , ( · )H , ( · )−1, and | · |, respectively.

II. SYSTEM MODEL AND PRELIMINARIES

We consider a single-input single-output (SISO) commu-
nication system employing ARQ protocol as briefly presented
in Fig. 1. In particular, a source node (Alice) is communicating
with a legitimate user (Bob) in the presence of a passive
eavesdropper (Eve), who tries to intercept the source informa-
tion of a service, communicated between the legitimate parties
(Alice and Bob). The transmission mechanism of ARQ without
AN, as shown in the lower part of Fig. 2 and before connecting
the adaptive artificial noise (AAN) block, works as follows.
First, Alice encodes the information bits using cyclic redun-
dancy check (CRC), maps the bits into symbols using M -ary
phase shift keying (M-PSK) and then forms a data packet

Fig. 1. Concise and simple model of the considered security scenario.

Fig. 2. The detailed system model of the proposed security scheme.

x = [x1 x2 · · · xN ]T ∈ C
N×1 of N number of modulated

symbols, to be sent to Bob. After receiving the transmitted
packet, which passes through a Rayleigh fading channel and
affected by additive white Gaussian noise (AWGN), Bob
demodulates and then decodes the packet using CRC. Based on
the decoding result of the CRC, Bob decides success or failure
of packet decoding by sending back to Alice an ACK or NACK
messages through an error-less feedback channel, which is
accessible by Eve as well. If a NACK is received by Alice
and the current retransmission value is less than the maximum
number of allowable retransmissions (L), Alice resends the
same data packet with identical transmission parameters to
the first round, i.e., same power and modulation during each
retransmission. The receiver then uses MRC on a symbol
level basis (before demodulation process) to combine the last
received data packet with the previously erroneous received
ones, which are stored in a buffer (i.e., soft-combing is used).
If ACK is received by Alice or L is reached, Alice stops
retransmitting the current same packet and instead transmits
a new data packet. In each retransmission round, both Bob
and Eve try to detect the transmitted packet by combining
the received data from all preceding retransmissions of the
same packet via MRC. If Bob cannot extract the packet after
L rounds, then Bob records a packet error. This transmission
mechanism is referred to in the literature (e.g., [24], [28]) as
chase combining ARQ (CC-ARQ) scheme. Note that adaptive
artificial noise (AAN) block is initially excluded from the
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system and the explanation of this block is left for the next
section.

The following assumptions are also adopted: 1) Both chan-
nels, Alice-to-Bob (hb) and Alice-to-Eve (he) are considered
to be independent and identically distributed (i.i.d.) block
Rayleigh fading with constant gain over each ARQ round, but
independent across ARQ rounds [23], [24], [28]. 2) A max-
imum of L ARQ rounds is allowed which limits both com-
plexity and delay. 3) Alice has no knowledge on Eve’s channel
since Eve is a passive node. 4) Alice has the normal feedback
information about Bob such as ACK/NACK signals [25]. Also,
in the case of ARQ with AN scheme, Alice has knowledge
on hb, but not he [24]. 5) The channel reciprocity property
is adopted, where the downlink channel can be estimated
from that of the uplink in a time division duplexing (TDD)
system. Thus, Eve does not know the channel of the legitimate
link [29]. 6) The worst (most difficult) security scenario is
considered, where the channel is not providing much random-
ness (one tap channel) and Eve is aware of the retransmis-
sion process by accessing the feedback messages and also
uses MRC (optimal receiver structure) similar to Bob [25].
7) Each one of the communicating parties (Alice and Bob)
is equipped with a single antenna as well as Eve [21].
8) Both Bob and Eve experience independent channel real-
izations because the wireless channel response is dependent
on the positions of the communicating parties as well as the
environment [15], [22].

III. THE PROPOSED SECURITY DESIGN

Here, we divide our work into two parts: the first is ded-
icated to studying and investigating CC-ARQ scheme before
adding AN as explained in Section II, which will be used as
a benchmark for comparison purposes; while the second is
devoted to developing a new security method based on ARQ
with MRC and AN. For the first part, as explained earlier,
Alice transmits data packet x with average power at the kth

round denoted by Pk. The received signal vectors, whose sizes
are the same as x ∈ CN×1, at both Bob and Eve in the kth

round are modeled as

yi,k = hi,kx + wi,k, k = 1, 2, · · ·L, i ∈ {b, e} , (1)

where the subscripts b and e indicate the parameters for
Bob and Eve. Thus, when i = b and i = e, we will
have hb,k and he,k, which are the block-fading Rayleigh
channel realizations of Alice-to-Bob and Alice-to-Eve links
over the kth round, respectively; whereas wb,k and we,k are
the complex additive white Gaussian noise vectors with power
spectral density of Nb,k and Ne,k at Bob and Eve, respectively.
Additionally, we define γi,k and γ̄i,k to be the instantaneous
and average received SNR of both Bob and Eve at kth

round, which are given by γi,k = Pk|hi,k|2
Ni,k

and γ̄i,k = Pk

Ni,k
,

respectively. As mentioned before, in this scheme, MRC is
performed on a symbol level basis before demodulation, where
each version of the received signal at each round is multiplied
by the corresponding channel realization conjugate ( ∗ ) and
thus the net combined received signal at Bob/Eve after L

rounds can be expressed as

ŷi =
L∑

k=1

yi,k × h∗
i,k (2)

=
L∑

k=1

(hi,kx + wi,k) × h∗
i,k (3)

=
L∑

k=1

|hi,k|2x + wi,kh∗
i,k. (4)

For the case of voice service, where L = 2, the above formula
can be reduced to the below form

ŷi = yi,1h
∗
i,1 + yi,2h

∗
i,2 (5)

ŷi = x
(|hi,1|2 + |hi,2|2

)
+ ŵi, (6)

where ŵi = wi,1h
∗
i,1 +wi,2h

∗
i,2, and the detected data packet

x̂ is given as

x̂ = x +
ŵi

(|hi,1|2 + |hi,2|2). (7)

Now, since Bob’s channel is independent of Eve’s one,
the implicit adaptation process resulting from ARQ mecha-
nism and controlled by Bob will be in favor of him, but not
Eve because the retransmission happens according to Bob’s
channel condition, but not Eve’s one. In other words, there are
cases where Eve requires two rounds to be able to decode due
to her possible bad channel conditions, but Bob may require
only one round to decode as he may have a good channel
gain in the first round. Since Bob controls the retransmission
process, a second retransmission, which may be needed for
Eve to decode, will not be triggered as Bob is able to decode
successfully from the first round. Consequently, Eve’s packet
error rate (PER) will be significantly affected not only by
the channel conditions but also by the number of occurred
retransmission. Simulation results exhibit that the use of ARQ
in the described way can provide a significant PER secrecy
gap between Bob and Eve and thus secure throughput at a
specific SNR region, which will be accurately identified in
the forthcoming sections.

However, CC-ARQ scheme alone, as described before,
is not sufficient to provide eavesdropping-resilient services at
any SNR Eve may have. In fact, insecure transmission occurs
in two cases. The first case happens when Eve is closer to
the transmitter than Bob, in this situation, Eve will be able to
decode the packet from the first round due to experiencing high
average SNR, resulting in zero secrecy gap [18], [30]. Thus,
with respect to Eve, there is no need for extra retransmissions.
The second case occurs when both Bob and Eve have a very
high signal quality, thus, both of them will be able to decode
the packet successfully from the first round. Consequently,
the adaptivity process, which was in favor of Bob and giving
him better performance than Eve is no longer applicable.
These two intuitive factual issues, which are verified by our
performed results as it will be shown later, substantiate the
key motivation for the next proposed design.

To overcome the problem of insecure transmission in the
aforementioned scenarios, especially for those cases where
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perfect secrecy is required over all expected SNRs, we propose
a new, simple, practical and very effective security scheme,
by which ARQ along with MRC is exploited for the first
time in the literature for generating null-space independent
artificial noise that can be automatically canceled at only
the legitimate user without any extra processing. Particularly,
an interfering signal (i.e, AN) based on the channel gain and
QoS requirements of the legitimate user, is added on top (in the
power domain) of the transmitted data signal x in each retrans-
mitted round as shown in the upper part of Fig. 2. The added
interfering AN signals2 are designed in such a way that when
they get combined at the receiver side using MRC process,
they will compensate each other at the Bob’s side only, while
Eve will suffer a severely degraded performance. To achieve
this, the designed AN, which does not depend on having null-
space in the channel as opposed to the existing AN-based
security schemes in the literature (e.g., [13], [16]), is properly
added on top (power domain) of the time3 domain signal
vector to the first and second retransmission rounds, making
the newly received signal vectors in the first and second rounds
appear as

yi,1 = hi,1 (x + r1) + wi,1 (8)

yi,2 = hi,2 (x + r2) + wi,2, (9)

where r1 ∈ CN×1 and r2 ∈ CN×1 are the added AN vectors
to the first and second rounds, respectively. After MRC at the
receiver side, ŷi becomes

ŷi = yi,1h
∗
i,1 + yi,2h

∗
i,2 (10)

ŷi = x
(|hi,1|2 + |hi,2|2

)

+ r1|hi,1|2 + r2|hi,2|2 + ŵi. (11)

From (11), we find that it is possible to design r1 and r2

at the transmitter in such a way that ensures full cancellation
of the added AN at only Bob as graphically depicted in the
upper part of Fig. 2. To achieve this, r1 and r2 are designed to
be a function of the legitimate user’s channel power (|hb,k|2)

2For services other than voice, i.e., for the case of L > 2, we perform
AN addition as follows. We first check whether L is odd or even, if it is
even, we add AN with each retransmission round based on the corresponding
channel responses, but if it is odd, then two design options can be used.
Option I: we leave the last retransmission round without adding AN so that a
balance in the added AN can be achieved and then AN can be canceled without
changing the receiver structure. Option II: we add to the last retransmission
round the opposite of the added AN in the first round; however, the legitimate
receiver structure needs some modification in this case to properly cancel the
added AN. Specifically, the second received round has to be combined with
the first one using MRC and saved in buffer I, then the third received round
has to also be combined with the first one using MRC and saved in buffer
II. Finally, the content of buffer I can be added to that of buffer II in order
to get an AN-free packet at the legitimate receiver. In this paper, we adopt
using option I as it does not require receiver structure modification and can
serve as the worst security scenario for the proposed scheme.

3It is important to note here that in a multicarrier system with multi-
tap (frequency selective) channel, the AN signal will be added on top of
the frequency domain of the transmitted signal. In this case, the received
vector signals at both Bob and Eve in the kth round can be modeled as
yi,k = Hi,k (x + rk) + wi,k , where Hi,k ∈ CN×N is the diagonal
frequency response matrix of a multitap channel. The added AN signals
will cancel each others at only Bob by using MRC in the frequency
domain.

Fig. 3. Baseband peak-to-average power ratio (PAPR) comparison between
the conventional AN-based methods with Gaussian distribution and our
proposed AN design with uniform distribution.

and a random AN vector g as follows:

r1 =
g

|hb,1|2 , r2 =
−g

|hb,2|2 (12)

g =
√

ϕ

2
((2u− 1) + j(2q − 1)) , (13)

where g = [g1 g2 · · · gN ]T ∈ CN×1 can be seen as an AN
vector, whose samples change independently from one symbol
to another according to a certain distribution. Therefore, g can
also be perceived as a one-time pad key [31], whose length
is equal to the message length with entropy equals to that
of the message, and does not require to be shared with the
receiver. It should be emphasized that although the AN vector
in our scheme is perceived to be similar to one-time pad
key in the sense that it can achieve perfect secrecy notion as
described by Shannon with zero information leakage to Eve;
it is however fundamentally different in the sense that the
key (i.e., AN in our case) is not known to the receiver. It is
also worth mentioning that the design of g gives freedom in:
1) modifying the structure (or distribution) of the added AN;
2) adjusting the power of the added AN, which is done
based on the QoS requirements; and 3) controlling the PAPR
problem resulting from the added AN by designing it to
have a constant envelope with a uniform phase distribution.
In the proposed scheme, g is deliberately designed to have
a uniform phase distribution with a constant envelope (like a
QAM signal) as in (13), in which ϕ is the power (variance)
of the added AN vector and it is optimized based on the
QoS requirements as well as the targeted security level as it
will be shown later. Without loss of generality, g is properly
designed so that PAPR problem can be avoided as uniform
phase distribution has a constant envelope, resulting in a
zero increase in the PAPR. To achieve this, the samples
of u and q vectors are chosen to be Bernoulli-distributed
random variables with values of ones and zeros. It should also
be emphasized that most of the AN-based security methods
existing in the literature are merely using Gaussian distributed
noise, which leads to a significant increase in the PAPR as
it does not have a constant envelope. To the best of our
knowledge, PAPR problem has generally been ignored in the
existing AN-based security methods, while this work sheds
the light on this problem and proposes a practical solution to
address this issue. Fig. 3 is drawn to show the huge difference
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in the baseband PAPR between the conventional Gaussian
distributed AN and the proposed uniformly distributed AN.
It is evident from Fig. 3 that the proposed one, colored by
a blue line, has a constant unity PAPR, while the PAPR of
the conventional one is ranging from 6 dB to 12 dB (very
high values causing power amplifier problems). Note that the
proposed AN design has unity PAPR because oversampling
and pulse shaping are not included in our design. However,
the PAPR of a QPSK signal in passband (when up-sampling
with pulse shaping is considered) will not be unity, but rather
twice that of the baseband PAPR. It should also be mentioned
that Fig. 3 shows only the PAPR of the added AN signal
instead of the PAPR of the combination of the added AN
signal and the original signal. The reason for that is the fact
that adding the proposed AN signal to an M-PSK modulated
signal of a constant amplitude will not affect the PAPR of the
combined signal. However, in Section V, we will consider the
PAPR of the combined signal because the AN vector there
will be added to an OFDM signal of variable amplitude (not
M-PSK signal of constant amplitude).

Aside from PAPR, having a uniform distribution is more
desirable from a security perspective than Gaussian, because
it has larger variance and creates complete randomness as well
as full uncertainty in the added AN samples. Particularly, each
sample value in g has equal probability and thus very high
entropy, which is the same as the property of good secret
keys [32].

At the receiving sides, the detected data signal vectors at
both Bob and Eve become, respectively, as follows:

x̂b = x +
ŵb

(|hb,1|2 + |hb,2|2) (14)

x̂e = x +
ŵe + r1|he,1|2 + r2|he,2|2

(|he,1|2 + |he,2|2) . (15)

It should be clear that when the values of r1 and r2 are
substituted in (11), the intentionally added AN gets totally
canceled. Thus, the detected x̂ packet shown in (14) is the
same as that in (4). This means that Bob’s packet error
rate (PER) performance will not be affected after employing
this method whatsoever. Looking back at Eve’s side, one can
infer that since Eve neither knows the channel of Alice (due
to using sounding techniques to estimate the channel in TDD
systems) nor the added AN vector g (due to not sharing it
with any communication party), a considerable degradation
will occur whether Eve is using MRC or not. If she employs
MRC, then an additional interfering noise resulting from non-
zero subtraction process will affect her PER. On the other
hand, if she does not employ MRC, then the AN added to
each retransmission round will automatically affect her PER.
It should be stated that the secrecy is enhanced by the proposed
scheme because of 1) the added AN vector g, and 2) the
asymmetric CSI availability and the independence of channel
states between Bob and Eve from one side and between
different rounds from another side. Moreover, an additional
source of secrecy can be obtained when the channel is not flat
fading, but rather dispersive in time, frequency, or both. The
details and investigation of the scheme in dispersive channels
is beyond the scope of this paper and left for future works.

TABLE I

QOS LOOKUP TABLE [33] WITH POWER (ϕ) OF
AAN REQUIRED TO ACHIEVE SECRECY

Although this method provides a good practical security
performance against Eve without affecting the reliability
(i.e., PER) of Bob, it is observed that this performance is
achieved at the expense of extra retransmission rounds, causing
small delay and slight throughput reduction, which can be fully
controlled according to the secrecy and QoS requirements.
This reduction happens since the first round of each transmit-
ted packet might be received in error even at high SNR due to
the added AN. Thus, a second retransmission is usually needed
to compensate the intentionally introduced error (uncertainty)
in the first round. In fact, this throughput degradation problem
occurs due to most Wyner’s secrecy codes proposed in the
literature [3]–[7]. On the other hand, it was mentioned in the
latest state-of-the-art security survey paper [3] that the joint
design of secrecy, reliability, and throughput with delay are
challenging tasks to be studied and hopefully resolved in the
future as the three factors are coupled and influencing each
other. To the best of our knowledge and based on the surveys
in [2], [3], and [4], such an issue has not been comprehensively
investigated from a practical perspective. Thus, besides the
proposed design, this work also comes to put a step forward
towards studying the mutual effect of these factors on each
other, and to also find out the best trade-off that can ensure
security without exceeding the QoS requirements determined
by PER, delay, and throughput.

To mitigate the aforementioned throughput degradation’s
problem, we redesign the AN to be not only based on the
channel of Bob but also on the QoS requirements of the
requested service. Thus, adaptive AN (AAN) is added with
just enough power to degrade Eve’s reception, while trying to
keep Bob’s performance the same as it was before introducing
the AN. The following steps summarize how to perform and
employ the proposed security method in the context of LTE
and future 5G and beyond networks:

1) The transmitter (Enode-B) determines which service the
legitimate wireless user is intending to use.

2) According to the requested service, Enode-B (Alice)
determines a PER threshold (PERt) from a look-up
table, as presented in Table I, which is required to reli-
ably accommodate a legitimate user with the requested
service.

3) Based on the determined PER and from the exten-
sive off-line PER simulation results obtained for Eve,
Enode-B identifies the corresponding required SNR for
Eve (SNRe

t ) to eavesdrop the service reliably. It should
be noted that SNRe

t is determined from the off-line
simulation results, which are shown in Fig. 5 (a) and
Fig. 6 (a). Particularly, we determine the value of SNRe

t

at which Eve’s PER becomes less than PERt, which is
required to use a certain service reliably.
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4) From the found SNR, Enode-B calculates a rough
numerical value of the needed noise power to sufficiently
degrade Eve’s performance using this formula, ϕ =
10

−SNRe
t(dB)+10
10 .

5) A uniformly distributed noise with the previously cal-
culated power, is intentionally added on top of the
transmitted packet in the first and second retransmission
round in such a way that they will cancel each other
after they get combined at only the intended receiver as
explained before.

According to this method, it is noticed that in many daily
used services such as voice and video, we do not actually
need to have perfect secrecy to obtain a completely secure
communication. That is because this method imposes Eve to
operate in such a way that she is not able to achieve the
QoS requirements necessary to intercept these services and
use them reliably. Thus, there is no way to benefit from the
undergoing service. Although we have targeted from the begin-
ning to provide a good trade-off among reliability, throughput,
delay and secrecy, our method shows that perfect secrecy can
be achieved to provide fully secure messaging service at the
expense of only half-throughput degradation. This is attained
by making sure that the first packet transmission in the first
round is always received in error, while the retransmitted
packet in the second round can entirely cancel the noise added
in the first round by sending an appropriate noise power. It is
found by using extensive simulation that this can be achieved
by making the variance of the added AN equal to the Bob’s
SNR value (i.e., ϕ = SNRdB).

IV. ANALYTICAL ANALYSIS OF THE

ACHIEVABLE SECURE THROUGHPUT

Finding exact formula for the achievable secure transmis-
sion efficiency or secure throughput (Sη) under the pro-
posed ARQ scheme with and without AN would be useful
and helpful to security designers in quantifying the exact
achievable secrecy performance. In this work, Sη is deter-
mined by calculating the difference between Bob’s throughput
ηb and Eve’s one ηe, where the throughput (η) itself is
basically defined as the ratio of the number of information
Packets Received Successfully (PRS) to the Total number
of Transmitted Packets (TTP ) including the retransmitted
ones [23]. Thus, throughput (η) can be regarded as the
complement of packet error rate (PER). The retransmitted
packets are included in the throughput calculation in order to
take the effect of the retransmission process on the average
delay. Additionally, our analysis takes into consideration the
implicit adaptivity process of ARQ along with MRC process.
Also, practical discrete M-PSK signaling is considered in
the analysis instead of the impractical Gaussian signaling in
order to limit the peak transmission power and preserve low
receiver complexity [16]. Given the aforementioned practical
conditions, Sη can mathematically be defined as [30]

Sη = ηb − ηe =
PRSb

TTP
− PRSe

TTP
(16)

= (1 − PERb
L) − (1 − PERe

L) (17)

= PERe
L − PERb

L. (18)

It is evident that all what we need to do now is to find
Bob’s average PER (PERb

L) and Eve’s one (PERe
L) after

L retransmission rounds, and then substitute them in (18)
to find the net secure throughput. However, calculating PER
of ARQ scheme analytically is not feasible as stated in the
literature [23]. Although an approximate expression for the
average PER of CC-HARQ after Lth round was recently given
and discussed from the reliability and optimal power allocation
perspectives in [24], but unfortunately it is not accurate at
low SNR regimes. Moreover, from security point of view,
Eve’s performance comes into the picture, therefore, finding
Sη requires not only finding exact Bob’s PER, but also Eve’s
one. Motivated by all these factual challenges, we strive to find
a simple closed-form expression for Sη, which can practically
reflect the achievable performance of the proposed security
scheme.

By assuming that the effective SNR of the received com-
bined signals at kth round (i.e., accumulated SNR from
all the retransmission rounds until the current kth round)
is defined by γb,Σk =

∑k
l=1(γb,l), whose joint probability

density function (PDF) is given by gγb
(γb,Σk); and by defining

error probability relating function as f(γb,Σk), PERb
L can be

expressed as [24]

PERb
L =

∞∫

0

. . .

∞∫

0

f(γb,Σ1) . . . f(γb,ΣL)

gγb
(γb,1) . . . gγb

(γb,L)dγb,1 . . . dγb,L. (19)

According to [24], (19) can be simplified as follows:

PERb
L =

α∫

0

gγb
(γb,ΣL) dγb, α =

∞∫

0

f(γb) dγb. (20)

The difficulty of finding exact PER analytically is simplified
when the effects of the retransmission parameters such as
modulation, coding and combination are represented by a
single transmission parameter. That is because α, which is
called in the literature the waterfall threshold, can be taken
from the simulation results of Bob’s PER. Furthermore, α is
related to a certain well-defined system model, which should
be as close as possible to what happens in reality and the
adopted parameters in the system design. Thus, α is a function
of the transmission parameters, and is related to the instan-
taneous spectral efficiency (i.e. the accumulated information
over a total number of transmitted information [λ]). Based on
proposition (1) given in [24], PERb

L can be written in terms
of the cumulative distribution function (CDF) as

PERb
L = FL

γb
(α) = Pr

(
L∑

k=1

γb,k < α

)
, (21)

where Pr() is the probability function, and
∑L

k=1 γb,k is the
sum of L statistically i.i.d. exponential random variables. More
precisely,

∑L
k=1 γb,k can be expanded as follows:

L∑

k=1

γb,k = γb,1 + γb,2 + · · · + γb,L (22)

= γ̄b,1|hb,1|2 + γ̄b,2|hb,2|2 + · · · + γ̄b,L|hb,L|2 (23)
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where, γ̄b,1 = γ̄b,2 = · · · = γ̄b,L, since equal modulation and
power allocation during retransmission process are adopted.
Also, the power of the channel gain (|hb,k|2) in Rayleigh
fading environment at kth round follows an exponential dis-
tribution with PDF f(x) = 1

γ̄ e−x/γ̄ .

Hence, the distribution of the sum given in (23) follows a
Gamma distribution, Γ(L, γ) ≡ Gamma(L, γ), and if k is a
positive integer, which is always the case in our system, then
the distribution turns out to be Erlang with CDF given as

FL
γ̄b

(α) = 1 −
L−1∑

m=0

1
m!

(
α

γ̄b

)m

e

�
− α

γ̄b

�
. (24)

By substituting (24) into (21), we get the accurate generic
PERb

L formula as follows:

PERb
L(γ̄b, α) = 1 −

L−1∑

m=0

1
m!

(
α

γ̄b

)m

e

�
− α

γ̄b

�
. (25)

For the case of L = 2, Bob’s PER becomes as below

PERb
L(γ̄b, α) = 1 − e

�
− α

γ̄b

�
− α

γ̄b
e

�
− α

γ̄b

�
, (26)

where α is derived numerically from the extensive simula-
tion results, that we have performed at different modulation
orders (M ) and different L values [25]. Next, we carried out
fitting methods on the obtained simulation results to get a
simple formula for α, which can be represented as

α = 2λ − 1, λ = L × log2(M) − 0.5, λ ≥ 2.5. (27)

The details of the simulation results used to perform curve
fitting can be found in [25].

In the following, we present the analysis of Eve’s PER
denoted by PERe

L first for the most two practical cases when
L = 2 (related to voice service) and L = 3 (related to video
service), and then in general for any L value. For voice service
with L = 2, Eve’s decoding error occurs when either 1) Eve’s
SNR in the first round is below the decoding threshold α, while
Bob’s one is above; or 2) when the accumulated SNR at Eve
in the second round is still below the decoding threshold α,
while Bob was below that threshold in the first round. Thus,
Eve’s PER can mathematically be written as

PERe
L(γ̄e, γ̄b, α)

=
(
F 1

γ̄e
(α)

)
︸ ︷︷ ︸

Eve is in error at k = 1

× (
1 − F 1

γ̄b
(α)

)
︸ ︷︷ ︸

Bob is in success at k = 1

+
(
F 2

γ̄e
(α)

)
︸ ︷︷ ︸

Eve is still in error at k = 2

× (
F 1

γ̄b
(α)

)
︸ ︷︷ ︸

Bob was in error at k = 1

. (28)

It is obvious from (28) that Eve’s PER not only depends on her
channel condition, but also on Bob’s channel and his success
in decoding the packet before Eve is able to do so. After
substituting the corresponding formulas of the CDFs into (28),

Eve’s PER becomes as

PERe
L(γ̄e, γ̄b, α) =

(
1 − e(−

α
¯̄γe

)
)
×

(
e

�
− α

γ̄b

�)

+

(
1 −

L−1∑

m=0

1
m!

(
α

γ̄e

)m

e(−
α
γ̄e

)
)

×
(

1 − e

�
− α

γ̄b

�)
, L = 2. (29)

Finally, by substituting PERe
L given in (29) and PERb

L

given in (25) into (18), we get the achievable secure through-
put (Sη) for the adaptive ARQ scheme without adding AN as
follows:

Sη =
(
1 − e(−

α
γ̄e

)
)(

e

�
− α

γ̄b

�)

+

(
1 −

L−1∑

m=0

1
m!

(
α

γ̄e

)m

e(−
α
γ̄e

)
)(

1 − e

�
− α

γ̄b

�)

− 1 +
L−1∑

m=0

1
m!

(
α

γ̄b

)m

e

�
− α

γ̄b

�
, L = 2. (30)

For the case of video service with L = 3, Eve’s PER can
mathematically be written as

PERe
L(γ̄e, γ̄b, α) =

(
F 1

γ̄e
(α)

) × (
1 − F 1

γ̄b
(α)

)

+
(
F 2

γ̄e
(α)

)×(
F 1

γ̄b
(α)

) × (
1 − F 2

γ̄b
(α)

)

+
(
F 3

γ̄e
(α)

) × (
F 2

γ̄b
(α)

)
, L = 3. (31)

After substituting the corresponding formulas of the CDFs
into (31), Eve’s PER becomes as

PERe
L(γ̄e, γ̄b, α)

=
(
1 − e(−

α
¯̄γe

)
)
×

(
e

�
− α

γ̄b

�)

+

(
1 −

L−2∑

m=0

1
m!

(
α

γ̄e

)m

e(−
α
γ̄e

)
)

×
(

1 − e

�
− α

γ̄b

�)
×

(
L−2∑

m=0

1
m!

(
α

γ̄b

)m

e

�
− α

γ̄b

�)

+

(
1 −

L−1∑

m=0

1
m!

(
α

γ̄e

)m

e(−
α
γ̄e

)
)

×
(

1 −
L−2∑

m=0

1
m!

(
α

γ̄b

)m

e

�
− α

γ̄b

�)
, L = 3. (32)

Finally, by substituting PERe
L given in (32) and PERb

L

given in (25) into (18), we can get the achievable secure
throughput (Sη) of the video service with L = 3.

For any service with any general L value, the generic for-
mula of Eve’s PER is also derived and given in the Appendix.

To get Sη under the adaptive AN-based method, we need
to find the exact resulting distribution of γe, as well as to
deliberately adjust the derived formula of α given in (27) by
using fitting methods and according to the extra increase in
the number of retransmissions caused due to the intentionally
added AN. However, since finding the distribution of γe

with AAN is extremely tedious and complex, we confine our
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Fig. 4. The achievable secure throughput using the derived analytical results
for voice service for α = 4.66, which corresponds to BPSK with L = 2
over a block Rayleigh fading channel. The curve colored with blue represents
Eq. (30), while the one colored with black represents Eq. (33). In addition,
a comparison with channel reciprocity-based key generation approach [34] at
different coherence block length (Tc) is drawn.

analysis for the case of perfect secrecy, which holds when
sufficient AN power is allocated so that Bob can decode the
packet successfully only at the second retransmission round,
i.e., ηb

new = 1
2ηb, while Eve is kept unable to decode any

information packets, i.e., ηe = 0. This can be achieved by
assigning sufficient power to the added AN, as discussed in
the previous section (ϕ = SNRdB). The upper bound of the
achievable Sη for voice service (L = 2) can be given as

Sη =
1
2
ηb =

1
2

L−1∑

m=0

1
m!

(
α

γ̄b

)m (
e

�
− α

γ̄b

�)
, L = 2. (33)

It is of importance to notice here that the secure throughput
is exactly equal to the legitimate user’s throughput as perfect
secrecy is achieved in this case, where Eve’s throughput
approaches zero while Bob can cancel the AN vectors and
thus correctly decode the signal only in the second round.
Fig. 4 shows the achievable secure throughput using the
derived equations in (30) and (33). It is shown that ARQ with
AAN method significantly outperforms that of ARQ alone due
to the added AN. Besides, since we assume that the channel
randomness is securely shared between only the legitimate
parties (which is practically possible in TDD systems by
utilizing the property of channel reciprocity), it is insightful to
compare our proposed scheme with those strategies that can
be implemented under this assumption by mapping the shared
random variable (i.e., channel realizations) to secret keys using
schemes introduced in [34]. For this purpose, we provide a
comparison with the channel reciprocity-based key generation
approach [34] with coherence block-length (Tc) fixed at 20, 50,
and 100 symbols. It is observed that our proposed scheme not
only outperforms the channel-based key generation approach,
but also its secrecy performance is more robust and immune
to the coherence block-length, where Tc in our scheme is set
to 432 symbols (i.e., equal to the packet size N ); whilst the
performance of the channel-based key generation approach is
highly affected by Tc value as shown in Fig. 4.

V. REDUCING PAPR AND OOBE BESIDES

ENHANCING SECRECY IN OFDM

The main objective of this section is to demonstrate how the
new degree of freedom created by our proposed scheme in the
power domain can intelligently be utilized to solve two major
problems in the OFDM setup, while maintaining secrecy.
As explained in Section III, to achieve secrecy, ARQ with
MRC is exploited to add channel-based, QoS-guaranteeing,
and null-space-independent AN that can inherently be can-
celed out at only the legitimate receiver by MRC. Besides
secrecy, the added AN can be further exploited to attain
other benefits. Specifically, the structure of the added AN can
judiciously be redesigned to not only provide security, but
also to reduce the PAPR and mitigate the OOBE in OFDM
systems. Here, we reveal two new designs that can achieve
the aforementioned goals. In the first design, the AN signal
is optimized to reduce the PAPR subject to a certain secrecy
constrain defined by the power level of the added AN; while
in the second design, the AN signal is redesigned to minimize
the OOBE subject again to a certain power level that indirectly
represents a well-defined secrecy constraint.

Also, it is worth mentioning that the deployment of the
proposed security method in multi-carrier systems makes the
method more resilient to eavesdropping as multi-path fre-
quency selective channels in OFDM bring more randomness.
Specifically, the randomness of the added channel-based AN
in the OFDM case does not only come from the randomly
generated samples at the transmitter, but also from the ran-
domness of the multi-path frequency selective channel.

A. Joint PAPR Reduction and Physical Layer Security Design

In a basic OFDM, the transmitted time domain signal can
be modeled as

d = GFHs ∈ C
[(N+T−1)×1], (34)

where s ∈ C[N×1] is a set of QAM symbols in frequency
domain, FH is the N-point inverse discrete Fourier transforma-
tion (DFT) matrix, and G ∈ C[(N+T−1)×N ] is the CP addition
matrix, where T is the number of channel taps. Unlike [16]
and [35], which adds the AN in the time domain of the signal
by exploiting the channel’s null-space, in the proposed design,
the newly designed AN signal z ∈ C[N×1] is added on top
of the data symbols in the frequency domain by exploiting
ARQ with MRC process, which is performed in the frequency
domain too. Thus, the newly proposed transmitted signal can
be written as

d = GFH(s + (HfHH
f )−1z) ∈ C

[(N+T−1)×1], (35)

where Hf ∈ C
[N×N ] is the diagonal matrix of the channel fre-

quency response with diagonal entries {H1, H2, · · · , HN} ∈
C[1×N ]. The baseband PAPR of the above-transmitted signal
is the ratio between the maximum transmitted power and the
average power, which can be given as

PAPR =
‖GFH(s + (HfHH

f )−1z)‖2
∞

1
N+T−1‖GFH(s + (HfHH

f )−1z)‖2
2

. (36)
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The problem here reduces to finding the optimal AN vector z
that can reduce the PAPR. Thus, the optimization problem to
be solved can be formulated as follows:

z = arg min
z

‖GFH(s + (HfHH
f )−1z)‖2

∞

subject to → ‖z‖2
2 ≤ λ × ‖s‖2

2

‖(HfHH
f )−1‖2

, (37)

where the percentage of the power used by the AN signal
is controlled by λ ∈ [0, 1] to achieve a certain pre-defined
secrecy level, while making the PAPR as minimal as possible.4

The objective function shows that we have a convex optimiza-
tion problem that can numerically be solved by one of the
advanced and powerful optimization solvers such as MOSEK.
In this case, to obtain a precise numerical solution to (37),
we adopt using YALMIP, a handy optimization package that
can smoothly be integrated with MOSEK and MATLAB to
solve complex optimization problems. The PAPR performance
results of this design will be shown in Section VI.

B. Joint OOBE Reduction and Physical
Layer Security Design

Now, we turn our attention to reduce the OOB power leak-
age by redesigning and optimizing the AN structure subject to
a secrecy constraint defined by the power level of the added
AN. Before we start with the design, we need first to determine
the main signal spectrum and the interfering part of the signal.
The spectrum of the transmitted OFDM signal can be given as

SζN = ‖FζN

(
GFHM(s + (HfHH

f )−1z)
) ‖2

2, (38)

where, M ∈ C
N×Ns is a sub-carrier mapping matrix con-

taining the Ns columns of IN corresponding to the active
data sub-carriers. Also, FζN is an ζN × (N + T − 1) DFT
matrix, in which ζ is the oversampling factor used optionally to
increase the resolution of the measured spectrum. Now, if we
consider that there are ν sub-carriers, which are deactivated
from the edge band of the OFDM signal spectrum, then the
interference in the edge band can be given as

Iν = ‖Fν

(
GFHM(s + (HfHH

f )−1z)
) ‖2

2, (39)

where Fν is a sub-matrix of FζN , and comprised of only
the rows that are related to the sub-carriers set as a guard
band, or occupied by an edge user. To minimize the interfer-
ence leakage in the edge band, we formulate the following
optimization problem that has to be solved for z

z = arg min
z

‖Fν

(
GFHM(s + (HfHH

f )−1z)
) ‖2

2

subject to → ‖z‖2
2 ≤ λ × ‖s‖2

2

‖(HfHH
f )−1‖2

. (40)

4It should be emphasized that the optimization problem can be reformulated
in another way, i.e., to design the AN that maximizes the secrecy performance
subject to a certain PAPR constraint. However, since the resulting problem
formulation in this case would be non-convex (has no solution) and also
may seem impractical as it requires Eve’s channel, we instead formulate the
problem of minimizing the PAPR (which is a hardware limiting factor, where
it may impede the implementation of the security technique if it does not
comply with it) subject to a certain power constraint on the added AN, which
indirectly resembles the targeted secrecy performance.

TABLE II

SYSTEM SPECIFICATIONS

The solution to this problem can numerically be obtained
using efficient optimization solvers. Here, we again select
MOSEK as our solver due to its efficiency and accuracy.

The effectiveness of the proposed optimization problems
in reducing PAPR and OOBE of OFDM will be exhibited
in the next section by using computer simulations. Future
work regarding this section can include conducting thorough
investigation and analysis alongside finding analytical closed-
form solutions for the above formulated problems.

VI. SIMULATION SCENARIO AND RESULTS

The simulation results are divided into three phases: the first
is related to ARQ with MRC; the second is associated to ARQ
with MRC and AN; whereas the third is concerned to PAPR
and OOBE in OFDM system using the aforementioned for-
mulated optimization problems that are based on the proposed
ARQ with AN design. The adopted system specifications for
the first two phases are listed in Table II.

To investigate the obtained performance; average PER as
well as average throughput of both Bob and Eve, secure
throughput, and the delay caused by the adopted ARQ scheme;
are all evaluated and characterized. Thus, a comprehensive
picture of the whole system performance is drawn, which
eventually helps not only in quantifying the achievable per-
formance, but also in understanding the trade-off among the
different service requirements in terms of secrecy, reliability,
throughput, and delay.

In Fig. 5 (a), voice service with L = 2 is targeted to be
secured. It is evident that there is a PER secrecy gap between
Bob and Eve at comparable SNRs due to the implicit adaptiv-
ity resulting from ARQ along with MRC, which is basically
in favor of Bob but not Eve as explained earlier. This happens
because Bob can ask for retransmission according to his chan-
nel conditions, while Eve cannot. Although ARQ with MRC
can provide a noticeable PER secrecy gap, it is insufficient for
providing a secure voice service at high SNRs because Eve’s
PER becomes less than a certain threshold needed for using
the voice service reliably. More specifically, at SNR values
above 30 dB, Eve’s PER becomes less than 10−2, therefore
voice service becomes insecure as Eve can reliably decode the
service. To combat this problem, the proposed method, ARQ
with AAN, is used, where we add to the data packet an AAN
that is designed based on the QoS and the channel between the
legitimate parties. Thus, in the second part of our simulations,
the AAN block shown in Fig. 2 is switched on. Now, AAN
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Fig. 5. Reliability, security and throughput performance comparison between ARQ without and with AAN with ϕ = 0.01 for providing a secure voice
service (L = 2).

is added according to the QoS requirements of the voice
service, which is determined (as reported in LTE standard)
in terms of PER being ≤ 10−2 and L being ≤ 2 as presented
in Table I, where packet delay budget is determined to be less
than 100 ms [33]. Fig. 5 (a) shows the PER performance of
the new proposed method. It is clear that the gap between Bob
and Eve is significantly increased. Consequently, voice service
is now secured at any SNR Eve may have (i.e., at any distance
Eve may be located from the base station). However, Fig. 5 (b)
shows that the proposed AAN-based method is accompanied
by a slight throughput degradation due to the tiny increase in
the average extra number of retransmissions (L−1). This can
be explained by the fact that adding AN will mostly cause
receiving the first transmission round of each packet in error,
which will force Bob to ask for retransmission to cancel the
added AN. Fig. 5 (c) depicts that ARQ with AAN method
not only increases secrecy, but also ensures it at high SNR
values unlike ARQ alone. Fig. 5 (d) presents the exact effect of
the proposed method on increasing the average extra number
of retransmissions, where it is exhibited that the resulting
gain in the secure throughput comes at the expense of a
tiny increase in the percentage of the retransmitted packets,
which anyway lies within the QoS requirements of the voice
service.

Fig. 6 is devoted to illustrate the exact obtained performance
using the proposed design for conversational (live streaming)
video service (L = 3) [33]. Here, we add AN only to the first
and second rounds, while the third round is left free of noise.
It is made like this to balance the added AN so that it gets
canceled after MRC process. In Fig. 6 (a), it is exhibited that
Bob’s PER is kept <10−3 with respect to the QoS requirement
of the video service as presented in Table I, while Eve’s PER
is kept >10−3, resulting in a secure video service at any
SNR. Fig. 6(b) shows that the throughput degradation in case
of video service is less than that of voice since lower AN
power is added (ϕ = 0.001). Fig. 6 (c) confirms that secrecy
has been maintained even at high SNR. Fig. 6(d) shows the
extra small delay caused in case of using the second method.
It is depicted that at SNR ≥ 30 dB, the receiver asks the
retransmission of only one packet out of each 100 pack-
ets5 to cancel the effect of the added AN so that secure
video service can be achieved. Thus, security is achieved
without exceeding the QoS requirements of the targeted
service.

5This is because the power of the added AN is so small (ϕ = 0.001 from
Table I) that it does not even harm Bob’s reception in most of the cases, while
it is significantly impacting Eve’s performance.
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Fig. 6. Reliability, security and throughput performance comparison between ARQ without and with AAN with ϕ = 0.001 for providing secure video
service (L = 3).

Fig. 7. Reliability performance comparison between Bob and Eve when sufficient AN power is added to provide close to perfect secrecy at (L = 2).

Fig. 7 and Fig. 8 present the comprehensive performance of
the proposed method in case of TCP-based services such as
web browsing, E-mail, chatting, messaging, FTP, P2P file shar-
ing, etc. Since the content of all these services is basically text,
it is highly desirable from a practical point of view to perfectly
secure it. This is because of the fact that any information leak-
age will explicitly cause disclosing some text content to the
eavesdropper, who is capable of doing complex processing to
guess what was the content. To achieve this, Eve’s PER should

be as close as possible to unity (worst performance), which
results in zero throughput to Eve, i.e., perfect secrecy. Such
a target is shown to be achievable by our proposed method
through allocating sufficient noise power (ϕ = SNRdB) to
the two rounds (L = 2). Specifically, Fig. 7 (a) shows the
PER performance comparison between Bob and Eve. It is clear
that Eve’s PER is exactly one without MRC, and around 0.9
(very close to one) with MRC. In Fig. 7 (b), it is pictured
that the average number of retransmissions (L) for all SNR
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Fig. 8. Throughput and security performance comparison between Bob and Eve using sufficient AN power to provide perfect secrecy at (L = 2).

Fig. 9. CCDF of baseband PAPR, where the proposed security design is
exploited for reducing PAPR.

values is almost 2 as expected due to the added high AN
power. On the other hand, throughput and secrecy performance
comparison between Bob and Eve is drawn in Fig. 8, where
it is evident that the secure throughput performance shown
in Fig. 8 (b) is almost the same as Bob’s average throughput
shown in Fig. 8 (a). From these comparisons, it is obvious that
the degradation in the legitimate receiver’s throughput turns
out to be a secure throughput in the case of perfect secrecy,
which is needed for messaging and web services. Moreover,
Fig. 8 (b) exhibits that the analytically derived equation of
the upper bound secure throughput given in (33) matches the
obtained simulation results. Thus, without exceeding L set by
the protocol nor degrading PER performance of the legiti-
mate user, a practically perfect secure service transmission is
achieved.

Finally, to show the effectiveness of the proposed method
in mitigating PAPR and OOBE besides security in multi-
carrier systems, the method is used and simulated in a standard
OFDM system. In this system, the number of sub-carriers is set
to 64 and the CP length is set to be equal to the channel spread
length. Fig. 9 shows the PAPR performance of the OFDM
system that uses the proposed joint MAC/PHY design of ARQ
with AN compared with a conventional OFDM that does not
use the proposed AN design. Note that the AN vector in this

Fig. 10. Out-off-band emission (OOBE) reduction performance at different
λ values, where the proposed security design is utilized to reduce OOBE.
The number of deactivated sub-carriers (ν) is one forth of the total number
of sub-carriers (N).

case is obtained from the solution of the optimization problem
formulated in (37). It is clear that there is a remarkable PAPR
reduction due to the adoption of our proposed method.

In order to evaluate the capability of the proposed method
in reducing OOBE, we assume that there is an adjacent user
transmitting its OFDM signal over 16 subcarriers located at
the edge of the OFDM transmission band. Fig. 10 shows the
OOBE performance of an OFDM scheme that uses the pro-
posed ARQ with AN design, compared with the conventional
OFDM. Note that the AN vector in this case is obtained from
the solution of the optimization problem formulated in (40).
It is clear that there is a significant reduction in OOBE due
to the adoption of our proposed method. It is also shown
that as we increase λ (the power of the added AN signal
with respect to the power of the transmitted OFDM signal),
the OOB interference reduces more.

VII. CONCLUSION

A practical, effective, and cross PHY-MAC layer security
method is proposed for securing any service requested by legit-
imate users. Particularly, ARQ along with MRC and AN have
jointly been exploited to develop an eavesdropping-resilient
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system. This has been achieved by intentionally adding a
properly well-designed channel amplitude-dependent, null-
space-independent, PAPR-aware, and QoS-based (adaptive)
AN on top (superimposed in the power domain) of the
transmitted data packets in such a way that the added AN
vectors cancel each other at only the legitimate receiver, while
severely deteriorating Eve’s performance. It has been shown
that without exceeding the QoS requirements set by the current
LTE standard, and without degrading PER performance of
the legitimate user, perfect secure service transmission can
be achieved. For some services such as voice and video,
it is observed that secure transmission can be attained by
just forcing Eve to operate below the defined QoS require-
ments (unsatisfied QoS for Eve). Thus, security is guaranteed
without sharing a secret key, nor imposing any changes in
the receiver structure, making it a very suitable candidate
technique for future 5G and beyond wireless networks as well
as for low complexity Internet of Thing (IoT) devices. Besides,
the proposed scheme is shown to help reduce the PAPR and
OOBE of OFDM-based waveforms.

APPENDIX

For the case of general L, which corresponds in practice
to any type of delay-tolerant services such as web-browsing,
chatting, FTP, etc., the generic formula of Eve’s PER can be
given as

PERe
L(γ̄e, γ̄b, α)

=
(
F 1

γ̄e
(α)

) × (
1 − F 1

γ̄b
(α)

)

+
L−2∑

v=1

(
F v+1

γ̄e
(α)

) × (
F v

γ̄b
(α)

) × (
1 − F v+1

γ̄b
(α)

)

+
(
FL

γ̄e
(α)

) × (
FL−1

γ̄b
(α)

)
. (41)

After substituting the corresponding formulas of the CDFs
into (41), Eve’s PER becomes as

PERe
L(γ̄e, γ̄b, α)

=
(
1 − e(−

α
¯̄γe

)
)
×

(
e

�
− α

γ̄b

�)

+
L−2∑

v=1

(
1 −

v∑

m=0

1
m!

(
α

γ̄e

)m

e(−
α
γ̄e

)
)
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1
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α
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)m

e

�
− α
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1
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α
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e

�
− α
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+

(
1 −
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m=0

1
m!

(
α

γ̄e

)m

e(−
α
γ̄e

)
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×
(

1 −
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m=0

1
m!

(
α

γ̄b

)m

e

�
− α

γ̄b

�)
. (42)

Finally, by substituting PERe
L given in (42) and PERb

L

given in (25) into (18), we can get a generic formula for the
achievable secure throughput (Sη) for any service with any

L value. Note that the generic expression of Eve’s PER given
in (42) reduces to (29) when L = 2, and to (32) when L = 3.
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