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sition security algorithm for OFDM-SNM is proposed at the physical level to
overcome its security vulnerabilities. The proposed security application aims
to provide the data secrecy by embedding an artificial interference signal into
the data that are meant to be conveyed by the active subcarriers. This artifi-
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1 | INTRODUCTION

The security capacity of the communication devices in the presence of an eavesdropper has been an important notion
since it is first introduced by Shannon.!? Throughout the passing years, the importance of this secure communication
necessity has enlarged within the unstoppable data traffic growth around the world.*> To satisfy this necessity, many
different types of secure data communication solutions have been developed, that contribute to the secrecy of digital
communication systems.*

One of the solutions offered by Wyner® suggested the wire-tap channel for the first time, which considers the differ-
ence between legitimate receiver’s and wire-tapper’s noises. With this work, assuming that the wire-tapper is receiving a
corrupted version of the legitimate receiver’s signal, the possibility of secure communication is proved by characterizing
the trade-off between the transmitted signal to the receiver and the level of ignorance at the wire-tapper.® In the follow-
ing years, Wyner’s study was supported by Csiszar and Kérner.” With this work, Wyner’s results are extended in terms of
robustness to transmission errors by creating less noisy channels, and capability of confidentiality by creating an environ-
ment that allows the common information to be sent to both legitimate receiver and wire-tapper, while the private data
is sent to the legitimate receiver only.’

Even though the key factor of the secure communication is achieved by creating a disadvantage at the wire-tapper’s
side compared to the legitimate receiver, and ensures the legitimate receiver can achieve successful decoding while the
eavesdropper cannot, this encryption/decryption and cryptography-based approaches cannot be satisfactory to provide
the data security in today’s conditions.”!3

The reason behind it is the massive number of devices that are powered by 5G and beyond wireless technolo-
gies.'*1° Within the advent of the 5G-based technologies such as spatial modulation,'”!® index modulation (IM),'*%
antenna number modulation,?’?* and subcarrier number modulation (SNM),>>8 etc., the need for novel security
solutions stands out for the sake of modern communication application’s secrecy.?’ In this manner, physical layer secu-
rity (PLS) and the secure data transmission techniques based on PLS draw great attention nowadays, since the PLS
gives the opportunity to detect channel state information (CSI) of transmitter.>3* This CSI at the transmitter can
be manipulated by a suitable optimization on the transmitted data to create an environment that can offer perfect
secrecy.>*3

Even though there are a lot of data transmission techniques that have been proposed in the literature as mentioned in
the above paragraph, to improve the spectral efficiency, data rate, and reliability, the secrecy capabilities of these schemes
are also an intriguing topic for the researchers. In this manner, one of the most worth mentioning OFDM-based data
transmission schemes is the SNM. OFDM-SNM is a number-based transmission scheme where the number of active
subcarriers depends on the data symbols, and exploits the number of active subcarriers as a third dimension to transmit
additional data symbols alongside the conventionally modulated M-ary symbols. The main advantage of OFDM-SNM
over those other competitor schemes in the literature such as OFDM-IM is the capability of subcarrier selection that is
dependent on both channel and the incoming data. Since the additional data symbol transmission is operated by the
number of the subcarriers rather than their indices, OFDM-SNM creates a possibility to choose those subcarriers that can
provide the highest channel gain during the transmission, which is a unique feature of OFDM-SNM and OFDM-IM is
not capable of.2>28:36

In this paper, a novel secure data transmission method called Interference Signal Superposition OFDM with Sub-
carrier Number Modulation (ISS-OFDM-SNM) is proposed to create an environment during the data transmission,
that can exploit the CSI of the legitimate user to offer perfect secrecy against the wire-tapper at the physical layer level
by exploiting the uniqueness of the channel between the transmitter and legitimate receiver.3”-* In this method, by
inheriting the features of conventional OFDM-SNM, the transmitted data is aimed to be sent with high spectral effi-
ciency, and low BER by utilizing the capability of SNM to offer channel and data-dependent subcarrier selection at the
same time, while the data secrecy is provided against a wire-tapper by adding an artificial interference signal, which is
specifically designed according to the legitimate receiver’s CSI and embedded into the actual signal that is intended
to be sent.

The remaining parts of this paper are organized as follows. In Section 2, the system model of the ISS-OFDM-SNM
concept is explained in detail and its properties are specified. In Section 3, the performance analysis of the proposed
security algorithm is mathematically exhibited. In Section 4, simulation results are exhibited and their performances are
commentated. Lastly in Section 5, the paper is concluded.”
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2 | SYSTEM MODEL

The system model of the proposed OFDM-SNM-ISS security application is given in Figure 1. The procedure starts in
a similar way as the conventional OFDM-SNM.?® The incoming data stream with m bits enters to the transmitter of
Alice who desires to transmit a secure data to a legitimate receiver Bob. These m bits are split into G groups, in which
each group contains p = p; + p, bits. While the p; = log,(N) represents the SNM mapper to define the number of active
subcarriers, K, out of N subcarriers, p, = K(log,(M)) represents those bits modulated by conventional M-ary constellation
order and transmitted via K active subcarriers. For the case where N = 4, the possible subcarrier activation patterns for
p1 =log,(4) =2and K € [1,2,3,4] is given in Table 1. After this step is successfully operated for all the G subblocks, the
combined OFDM block can be represented as xg = [xp(1)Xp(2) - - - Xxp(NF)].

At this point, each index value of xg is affected by an additive artificial interference signal, ng =
[nr(Vng(2) - - - np(NF)], that is specifically designed according to the CSI of Bob. This purposefully added artificial inter-
ference signal creates the security factor against the eavesdropper, Eve, who tries to breach the communication system.

In order to eliminate any confusion about how the additive artificial interference signal is obtained, the following
explanation is provided. In this study, a point-to-point communication is considered where both the transmitter and
receiver have perfect CSI. This means that the transmitter has the capacity to create some random signals, namely the
additive artificial interference signal, that contains the CSI of the communication channel between the transmitter and
legitimate receiver. This additive artificial interference signal is created in a way that it can be canceled when it interacts
with the channel of the transmitter and legitimate receiver. However, this is not the case when the channel between the
transmitter and illegitimate receiver is considered. The reason for that is this the created additive artificial interference
signal contains only the CSI between the transmitter and legitimate receiver. Thus, the added interference cannot be
canceled by the eavesdropper. This process is explained further in detail in the following paragraphs with examples.

The next step is operated by the conventional OFDM. After taking the inverse fast fourier transform (IFFT),
the acquired signal becomes x¢ + ng = IFFT(Xr + ng) with dimension N X 1, where X¢ = [Xg(1)x6(2) - - - Xg(Np)] is the
transmitted data and ng = [ngi1ne: - - - Nen] is the artificial interference signal vector added in a superposition way to
the data vector in frequency domain.

Py Subcarrier number
SNM mapper » selector based on
channgrldc;arpacny Secondary
n subblock
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] 1
moﬂ(;’:ar{ion Conventional
» | OFDM
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FIGURE 1 Transmitter structure of orthogonal frequency division multiplexing with subcarrier number modulation with the
proposed interference signal superposition algorithm
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TABLE 1 Orthogonal frequency division multiplexing with subcarrier number modulation interference signal superposition
mapper with p; = 2bits and N = 4 subcarriers in each subblock, where the final active subcarrier pattern is determined by the largest
channel gains among all possible subcarrier numbers

Information Possible active Artificial interference
bits (p;) subcarriers pattern (v) signal vector (ng)
[00] [1000] [4 =4 90]
hGl hGZ
[00] [0100] [4 2 90]
hGl hGZ
[00] [0010] [4 02 0]
hGl hG?.
[00] [0001] hioo‘—
G1 G4
[01] [1100] [A 2 00]
hGl hGZ
101 ANOY=2
[01] [1010] [hm 0 2 0]
[01] [1001] 20022]
G1 G4
[01] [0011] [Ooh_h_]
G4
[01] [0101] [ohioh_]
G2 G4
[01] [0110] [O - h_c:; 0]
B —(A+B)
[10] [1110] [E o T o]
A B —(A+B)
[10] [1101] [im e 0 2]
A B —(A+B)
[10] [1011] [ 052 =2
[10] [0111] [0 ﬁ hi *‘;:B)]
[11] [1111] A -A B -B

hoy hg hey hey
After that, cyclic prefix (CP) of length (Ncp) is appended on the data vector in time domain to alleviate the inter symbol
interference (ISI) effect caused by mutipath channels. As a result, the output signal for Bob becomes
(%6 +ng)cp = [(X6 + ng)(NF — Ncp + 1 ¢ Np)Xg + ngl. ®
Next, the obtained Xg + ng is affected by the channel impulse response, hg = [hgihg: - - - her] € C™E, where L is the
number of taps in the time domain channel impulse response.

In this regard, the mathematical expression of this process for Bob in the time-domain can be given in convolution as
follows.?

. = [(Xc + ng)cp] @ hg + 2y, @)

Vo, = / [(X¢ + ng)cr] X hgdt + zp,, ®)

where (zp,,) is the additive white Gaussian noise affecting the received signal at Bob.

A similar mathematical transmission expression can also be formulated for Eve with a different channel impulse
response in each subblock eg = [egiec; - - -eqr] € CXE.

The received signal at the eavesdropper can be given in both convolution and integration form as shown below.

Ve, = (X6 + ng)cp @ €g + Ze, )
Ve, = / (XG + ng)cp X ecdt + Ze,, (5)

It should be noted that K is not always stable, where as the number of active subcarriers changes by the incoming
data stream, the value of K defers accordingly. Also, for different channel amplitude values, indices of hg may vary even
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in the same number of subcarrier activation cases since the transmission of Bob’s data is conducted by those subcarrier
channels that can offer the highest possible channel amplitude, which creates different scenarios for the addition of
artificial interference signal. Possible cases for different subcarrier activation patterns are given in Table 1 and some of
their mathematical transmission correspondences are formulated for both Bob and Eve in the following example.

Example: Consider a communication system that consists of one transmitter, Alice, one legitimate receiver, Bob, and
one eavesdropper, Eve. In this system, while Alice is trying to transmit a secret data to Bob by using an OFDM system
with four subcarriers in one subblock (G = 1, N = 4), under binary phase shift keying (BPSK) modulation, Eve is trying
to infiltrate the system. The corresponding data to be transmitted by Alice in one subblock is given in Figure 2 with its
separated form as p; and p,.

During this transmission, channel gains of each subcarrier between Alice and Bob in one subblock are sorted according
to the subcarriers’ channel gains as |h13| > |h14| > |h11| > |h12]. In such a case, transmission of each symbol of p, under
BPSK modulation is explained as follows for both Bob and Eve.

By referring to Figure 2, it can be inferred that the transmission of the first symbol in p, (x;; = 1) will be operated
by three subcarriers as the corresponding p; symbol is 10. A general illustration of this process is shown in Figure 3A.
As it is stated before, the subcarrier channel activation order is |hy3| > |h14| > |h11| > |h12|, which means the possible
active subcarriers pattern for this transmission case is v = [1011], and the artificial interference signal vector is n; =
A 0B Z4+B | Under these conditions, by referring to (2) and (3), the mathematical form of the transmission of the first

by by
symbol of Bob’s data by activating three subcarriers is derived as below.

Vb, = / (x11 + n11) X h1p + (11 + n13) X iz + (a1 + n1g) X hadt, (6)

Yo, = / <x11 + i) X hi1 + <X11 + £> X hiz + (xu _4 +B> X hyadt, @)
—c0 hiy hi3 his

Vb, = / Xi1h + X11hs + xi1haadt, (8)

where the A and Brepresent any two arbitrary values to create the confusion, as they are canceled during the transmission.

On the other hand, since Eve is trying to reach to the Alice’s transmitted data from a different location with a different
channel impulse response, e;, and the artificial interference signal, n; is created specifically and only for the channel
impulse response of Bob, h;, the transmitted data to the Eve’s location will be a complicated signal with no meaning. By
referring (4) and (5), this transmission process for Eve is given below in mathematical form as follows.

(s3]

Ve, = / (11 + n11) X enn + (Xa1 + n13) X exs + (61 + nug) X ewqdt, ©)

® A B A+B
Ve, = / <X11 + —) xXe + <X11 + —> X ep3 + <X11 - > X eydt, (10)

— hi hi3 hi4

® A B A+B

Ve, = / X11€11 + —en +Xne13 + —ez + X114 — ejqdt. (11)
— h1 hi3 hig

For the transmission of the second symbol of p, (x; = 0), it can be inferred from Figure 2 that the correspond-
ing subcarrier activation mapper p; is 01, which means the activation of two subcarriers. This process is illustrated in
Figure 3B. In this case, the possible active subcarrier pattern is v = [0011] and the artificial interference signal vector

Incoming data stream of Bob in one subblock (p)

FIGURE 2 Transmitted data by alice with four subcarriers under BPSK modulation
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FIGURE 3 Simple visualization of the transmission of each symbol in p, for different subcarrier activation patterns given in the example

isn; = [OOhi ;—A]. Under these conditions, by referring (2) and (3), the mathematical form of the transmission of 0 by
13 14

activating two subcarriers for Bob can be derived as follows.

Vb, = / (%12 + n13) X hy3 + (X2 + N1g) X hyadt, 12)

by, = / <x12 + i) X hyz + <x12 - i) X hydt, (13)
—00 h13 h14

yblz = / X12h13 + x12h14dl'. (14)

On the other hand, by referring (4) and (5), the mathematical form of the erroneously transmitted symbol to Eve’s
receiver can be given as follows.

oo
Ye, = / (12 + n13) X €13 + (X12 + nya) X eqadt, (15)
-0
(s8]
A A
ye12 = / <X12 + —) X ez + <x12 - —> X e14dt, (16)
—00 h13 I’l14
Ve, = / X12€13 + —e13 + X12014 — —e14dt. 17)
-0 h13 ]’l14

The transmission process of the third symbol of p, (x; = 0) is visually given in Figure 3C. As it can be seen from
Figure 2, third symbol of p, is sent by activating only one subcarrier as the subcarrier activation mapper, p, is 00. In this
case, the possible active subcarriers pattern is v = [0010] and the artificial interference signal vector is n; = [hiO;—AO].

11 13

Under these circumstances, by referring (2) and (3), the mathematical form of the transmission of 0 to Bob’s receiver by
activating one subcarrier can be presented as follows.

Yo, = / ni X hiy + (a3 + niz) X hysdt, (18)

0

25UB0 17 SUOLLILIOD 8A1IE810 3 eo1dce au Aq peusnob a1 Sao1ie YO ‘38N 10 SN 10} ATeIqITaUIUO A3 |1 UO (SUONIPUOO-PUE-SULBY W00 A3 v AJe.q 1jBu!|uo//Sdu) SUORIPUD PUe SWi | au1 95 *[£202/60/T0] Uo AreIqIT auIuO /B|IM ‘Sa1S AN Wi BARIY AQ 8297 19/200T OT/10p/W0Y" A8 | AeJqjpujuo//Sdny Wwoiy pepeojumod ‘T ‘€202 ‘STEETITZ



KIRIK AND HAMAMREH WILEY—LZe2
Yoy = / Ay + <X13 - i) X hysdt, (19)

—e 11 his
Vb, = / Xi13hy3dt. (20)

By referring (4) and (5), the mathematical form of the erroneously transmitted symbol to Eve’s receiver for this case
can be given as follows.

Ve, = / ny1 X ey + (X33 + ni3) X eg3dt, (21)
)
A A
Ve, = / —en + (xl?, - _> X ejsdt, (22)
—o0 hll h13
)
A A
Ve, = / —eq + Xi3e13 — —epzdt. (23)
—o0 hll ]’l13

Even though the subcarrier activation pattern dictates to activate only one subcarrier for this case, as it can be inferred
from (18) and (21), there are two subcarriers deployed for the transmission. The reason behind this is that there is a
necessity to activate one more subcarrier to create an availability for the cancellation of the value A. While the first channel
is deployed only for the transmission of the artificial interference signal to create such an environment that allows the
system to be secure, the third channel is deployed for the transmission of data.

The transmission of the last symbol of p, (x4 = 1) must be operated by four subcarriers as the subcarrier activation
mapper, p1, is 11, which can be seen in Figure 2. The visual illustration of this transmission is given in Figure 3D. In this
case, the possible active subcarrier pattern is v = [1111] and the artificial interference signal vector isn; = [—=-—=—].
Under these circumstances, by referring (2) and (3), the mathematical form of the transmission of 1 for Bob by activating
four subcarriers can be presented as follows.

Vb, = / (%14 + n11) X Ay + (X4 + n12) X Az + (X1a + n13) X Az + (g + nig) X hygdt, (24)
« A A B B

Vb, = / <x14 + h_> X hyp + <x14 - h_> X hiy + <x14 + h_> X hiz + <x14 - h_> X hy4dt, (25)
—0 1 12 13 14

Vb, = / X1ah1 + X14h12 + X1ah13 + X14h14dt. (26)

By referring (4) and (5), the mathematical form of the erroneously transmitted symbol to Eve’s receiver for this case
can be given as follows.

Ve, = / (%14 + n11) X en1 + (X1 + n12) X €12 + (Xag + N13) X €13 + (X1a + N1g) X epadt, 27)
—0o0
b A A B B
Ve, = / <x14 + —> Xeq + <x14 - —> Xep+ <x14 + —> Xeps+ <x14 - —> X eyadt, (28)
—oo hn hiz hys hia
® A A B B
Ve, = X411 + h—en + X14€12 — h—elz + X413 + h_el3 + X14€14 — h—€14dt- (29)
oo 1 12 13 14

Asit can be inferred from this example by adding an artificial interference signal into Bob’s data, it is possible to create
such a transmission environment for Bob that the differentiation of the transmitted symbol and the artificial interference
signal is operated at the transmitter, which minimizes the receiver complexity, especially for those Internet of Things
(IoT) cases where the battery life is short and processing capabilities are limited. However, the generated transmission for-
mulations for Eve show that since the artificial interference signal does not match with the channel impulse response of
Eve and her receiver cannot differentiate the transmitted data from the embedded artificial interference signal, the result-
ing output of the transmission turns into a meaningless corrupted signal. The illustration of these data differentiations

25UB0 17 SUOLLILIOD 8A1IE810 3 eo1dce au Aq peusnob a1 Sao1ie YO ‘38N 10 SN 10} ATeIqITaUIUO A3 |1 UO (SUONIPUOO-PUE-SULBY W00 A3 v AJe.q 1jBu!|uo//Sdu) SUORIPUD PUe SWi | au1 95 *[£202/60/T0] Uo AreIqIT auIuO /B|IM ‘Sa1S AN Wi BARIY AQ 8297 19/200T OT/10p/W0Y" A8 | AeJqjpujuo//Sdny Wwoiy pepeojumod ‘T ‘€202 ‘STEETITZ



KIRIK AND HAMAMREH

Transmitted data Channel of Received data
with additive legitimate user
artificial noise

Transmitted data Channel of Corrupted
with additive eavesdropper version of
artificial noise received data

FIGURE 4 TIlustration of the artificial interference signal differentiation at the transmitter
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FIGURE 5 Receiver structure of orthogonal frequency division multiplexing with subcarrier number modulation with the proposed
interference signal superposition algorithm for Bob

are shown in Figure 4. As it can be seen, the artificial interference signal perfectly matches with the CSI of Bob, which
leads the OFDM-SNM system to perfectly cancel the artificial interference signal. On the other hand, since the artificial
interference signal does not match with the channel of Eve, differentiation cannot be operated at the transmitter and the
receiver of Eve receives a corrupted version of the transmitted data.

Receiver structure of proposed ISS algorithm of OFDM-SNM for Bob is given in Figure 5. The receiving operation
of Bob is initiated after this point by reversing the transmission operation, that is, performing the fast fourier transform
(FFT), and demapping the SNM as they are performed in a similar way as Reference 28. A simple detector that utilizes
the spacial energy as a threshold parameter is used to determine the active subcarriers pattern. As the next step, the set
of active subcarriers is mapped at the receiver by receiver demapper, which is the reversed version of SNM mapper at the
transmitter. Now, each constellation symbol acquired from the active subcarriers can be detected. At last, both data that
acquired from SNM demapper and symbol detection are combined and same procedure is repeated for all subblocks to
obtain the whole OFDM block.

3 | PERFORMANCE ANALYSIS

In this section, performance of the proposed ISS algorithm is analysed for both Bob and Eve, and the acquired results
are mathematically presented in terms of the statistics of Bob’s and Eve’s effective SNR, their average BER, and the
secrecy performance. In order to analyze the secrecy performance of the proposed ISS algorithm, firstly, the statistics
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H, ||*xP
of the effective instantaneous SNR values of Bob and Eve must be calculated, which are provided as y, = Hy [PP and
p 2
%
H, ||>xP . . .
Yo = w where P is the power allocated to each subcarrier, ||Hp,|| and ||H,, || are the magnitudes of subchannels for

Bob and eEve, respectively.

3.1 | Statistics of Bob’s effective SNR

In this section the effective SNR of Bob’s data is analyzed under two different perspective. At the beginning, the first
portion of Bob’s data, p;, that defines the number of active subcarriers is taken under consideration for the effective SNR
analysis, then SNR analysis of the second portion of Bob’s data, p,, that is modulated by M-ary modulation and transmitted
over those active subcarriers that are defined by p; is operated.

3.1.1 | Effective SNR statistics of the first portion of Bob’s data

In this part of the paper, analytical SNR statistics of the first portion of Bob’s data, p;, that is responsible of defining the
number of active subcarriers are evaluated. In order to be able to prove the applicability of the proposed scheme into such
OFDM systems that contain higher number of subcarriers in each subblock, derivations are generalized for any number
of subcarriers, N, instead of four subcarriers, which are mainly considered in the scenario of this paper. The conditional
pair-wise power distribution function (PDF) expression is given as

N-1
Prop, (1) = 25— Qr(1/2Zs,). (30)
where Z = 3/(N? - 1), b, = b 10g,(M), and Qs(.) is the Q function defined as

1 ® 2
Q(x)=—/ e 2dt. (31)
! V2 Jx

It is also possible that the representation of this PDF can be done in an exponential distribution form. Distribution of
the instantaneous SNR in the exponential form can be formulated as

Zyp

N-1 /2
P =2—- - = | d¢. 32
YbgP1 (ybs) Nz o €xp sin2¢ d) ( )

3.1.2 | Statistics of the second portion of Bob’s effective SNR

In the proposed ISS algorithm of OFDM-SNM, the effective fading channel distribution is not always the same. This is
due to the fact that in the given data stream, the effective channels of OFDM-SNM to transmit one portion of the data
are always decided randomly by the other portion of the data to exploit the number of active subcarriers for additional
data transmission. Because of this reason, we used numerical data fitting methods to determine the amplitude and power
distribution of the effective fading channels. In order to do this determination, we simulated 32 000 realizations generated
from a standard Rayleigh distribution with zero mean and unity variance. After that, the proposed OFDM-SNM with ISS
algorithm is applied to determine the optimal set of active subcarriers that are deployed to transmit Bob’s data. As the last
step, the most convenient fading amplitude and power distributions that will be used in the subchannels are detected by
utilizing the fitting tools.

As a result of the simulation outputs of the fitting tools, the effective fading channel amplitude distribution of Bob
for the proposed technique with the scale parameter u is determined as Nakagami as shown in Figure 6. Similarly, the
effective fading channel distribution with the mean parameter y =~ 1 shown in Figure 7 is found to be Nakagami as well.
PDF of the effective subchannel fading amplitude, where the a, = ||H,|| for each subcarrier can be formulated as

_ (1 1 eu-1 1 5
Pabpz (ab) = <ﬁ> m(lb exp (—ﬁ(lb) . (33)
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FIGURE 6 Theamplitude distribution of the effective channels for Bob using the proposed technique with scale parameter u = 0.576
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FIGURE 7 The power distribution of the effective channels for Bob using the proposed technique with scale parameter u = 0.576

where I'(u) is the Gamma function. Also Q is considered to be the mean square of the subchannel fading amplitude of a;,

where Q, = E{a;}.

After this point, by substituting the effective instantaneous SNR of Bob, y;, in place of a; the PDF function of the Bob
can be determined as

It should be noted that the scale parameter in the proposed scheme is not always constant. The reason for this is
that the fading distribution of the effective subchannels are defined by the number of subcarriers which is mapped by

P}’bspz(ybx) =

QY
Pe, ( b
s
L Vbg 7175
u? Q,

(34

the incoming data stream of Bob. In the transmission environment that is considered in this paper, the possible scale
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parameter and mean square values for Bob are defined for each number of active subcarriers, respectively, as

K=1=3u=0561, Q~1, (35)
K=2=u=0623, Q~1, (36)
K=3=>u=0760, Q ~1, (37)
K=4=u=0937, Q~1. (38)

It should also be noted that it is possible to represent the approximated PDF of the effective SNR in an exponential
distribution form. For a spatial case where only one subcarrier is active for the transmission and the scale parameter
u = 0.576 in Nakagami distribution, the distribution of the instantaneous SNR can be formulated as

Q /7 Q
1 1 b s 1 bYb
o ) () o 2V g (1 B ) 59
ybxpz(ybs) 2 F(/l) 1_3 P< U2 7h ( )
u'b, '

3.2 | Statistics of Eve’s effective SNR

The PDF of the Eve is not expected to be same as the Bob’s PDF. The reason behind this is the fact that the subcarriers
that are activated to convey data to Bob are selected by their subchannels that can offer the strongest channel amplitude.
However, this is not the case for the Eve since the subcarriers that can provide the strongest set of subchannels to Bob
correspond to a random set of subcarriers with respect to Eve. For this reason, the channel distribution of Eve is considered
to be same as the original Rayleigh distribution. Simulation results that are obtained from the fitting tools confirm that
this assumption is accurate and show the effective amplitude distribution of Eve’s subchannel is Rayleigh with scale factor
p as shown in Figure 8. Moreover, the effective power distribution of Eve with mean factor y = 1 is given in Figure 9. The
mathematical expression of amplitude subchannel distribution can be given as

Qe aez
Pae(ae) = ﬁ exXp <_2_ﬂz ’ (40)

Probability density function

09 T T T
AT, [ empirical
0.8 [ ol i rayleigh |
a I weibull
07+ zz - nakagami | |
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>06[ [ \ 4
= z 1
5 i
Sos5r l ,
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Q
o
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FIGURE 8 The amplitude distribution of the effective channels for Eve using the proposed technique with scale parameter f = 0.71
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FIGURE 9 The power distribution of the effective channels for Eve using the proposed technique with scale parameter g = 0.71

In the proposed ISS algorithm, subcarriers are randomly selected for the Eve since the activation of these subcarriers
are solely dependent on Bob’s data. Therefore, the scale parameter of Eve, g, is not stable and it varies for different sub-
carrier activation cases, whereas the mean square value of a, = ||Hp, || where Q, = E {a?} is considered to be equal y. The
distribution parameters for different subcarrier activation cases of Eve that are adopted in this paper are approximated
as follows.

K=1=$=0710, Q. ~1, (41)
K=2=$=1.000, Q. ~1, (42)
K=3=p=1230, Q. ~1, (43)
K=4=$=1420, Q.~1. (44)

In the next step, the PDF function of Eve can be obtained by substituting the effective instantaneous SNR of Eve ¥, in
place of a,. Regarding PDF function can be formulated as
QE e,
n (V%)

i yes}?fs
ﬂz QE
where 7, = y.log,(M).

The approximated PDF of the Eve’s effective SNR can also be written in exponential distribution form. For an example
case where the number of active subcarriers is one, K = 1, PyeS (¥e,) can be written in exponential form as

1 Ve,
PVES(yes)= <97 >eXp<Q7 >' (46)

By using the distribution functions that are calculated in (39) and (46) now it is possible to evaluate and analyze the
BER performance, and examine the advantages of the proposed scheme.

Pyes (Vex) = , (45)
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3.3 | Average symbol error rate of Bob

Calculation of the symbol error rate (SER) of Bob is not as easy as the conventional OFDM to apply. The reason for
this is that there are two different estimations that is needed to be clarified. The first estimation is the determination
of the number of subcarriers that are selected for the transmission of Bob’s data. The second one is the estimation of
the transmitted symbol of Bob. Even though these two processes are considered to be independent from each other this
assumption is not applicable in most of the times because of the fact that in most of the cases the correlated channel paths
lead these two estimations to be dependent to each other.

Detection of the Bob’s transmitted data can be successfully operated only in those cases where both of the estimations
are correct. In order to investigate the probability of both these estimations to be simultaneously correct, let A; and A,
to represent the first and second estimation processes, respectively. Since the first portion of the data stream of Bob that
is responsible of defining the number of active subcarriers, p;, and the second portion of the data stream of Bob, p,, that
is modulated by one of the i-ary modulation orders to be sent over these active subcarriers that are defined by p; are not
equal in length, because of the fact that their lengths are dependent on different parameters such as number of subcarriers
in each subblock and the modulation order of the transmission, it is not possible to generalize certain values for these
possibilities. However, for the case that is adopted in this paper where the number of subcarriers in each subblock is
four (N = 4) and the modulation order for the transmission of p, is selected as BPSK (M = 2), the correct estimation
probabilities of A; and A, can be represented as P(4;) = 2/3 and P(A,) = 1/3. After this point, by setting Psnm(E) as the
error probability of A1 (ie, the subcarrier pattern activity) and Pgpsk (E) as the error probability for A2 (ie, the BPSK symbol
recovery) at the receiver side, the overall error probability Pr(E) can be formulated as

Pr(E) = Pr(E|A)P(A) + Pr(E|A;)P(Ay), @7)
Pr(E) = %PSNM(E) + %PBPSK(E). 48)

In the following two subsections, the error probability of each estimation process is considered separately for a more
realistic investigation.

3.4 | SER analysis of the active subcarriers that transmit Bob’s data

By formulating the PDF of the first portion of the Bob’s data, p;, as shown in (30), the analytical error rate evaluation of the
symbols that define the number of active subcarriers for the transmission of the second portion of the Bob’s data is now
possible. This evaluation can be presented by the following formulation for any number of subcarriers in each subblock.

SERbp1 =/ Pprl ()/b) dYb' (49)
0

By substituting the value of P,,bp (yp) in (49), the result turns into
1

* N-1
SERp, = / ZTQf(V 2Zyp)dy,. (50)
0
By integrating (50), the resulting formula can be presented as
N-1 ZYb

SER, =—|1- . 51
by, N 75, (51)

3.5 | SER analysis of the transmitted symbol of Bob’s data

Formulating the PDF of the second portion of the Bob’s data, p,, enables the analytical SER evaluation of the convention-
ally transmitted data Bob under the proposed OFDM-SNM-ISS scheme. This evaluation is in analysed in both BPSK (ie,
M = 2) and higher modulation orders such as QPSK and M — ary QAM (ie, M = 4,8, ...).
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BER analysis of Bob’s data portion that is conventionally modulated by BPSK modulation (M = 2) where y, =
» log, 2 =y, is given as follows.

1 o0
BER, = 3 / erfc (1/7») Py, (1) dy, (52)
0

where erfc(.) is the error function. By substituting the corresponding value of Pnp (yp) into (52), the obtained integration
2
becomes

1 /% 1 1 & 1 Qo
BER, == erfc (v/yp) — ————— Xexp | ———— | dys, 53
b 2/0 (V) 2 ton 1o p( 22y, ) &9
20b
Q2 roo
11 1 b 1 Qpyp
BER, = =——— erfc X e e d . 54
b = 2202 Tw) 1;%/0 (Vi) Vi Xp( 2 7, > & &Y
u’b

S 1w

The integral in (54) can be solved by introducing the variables G = %217%4) 2 —and p = ﬁ% for simplicity. The
73 :
resulting solution of the integral is given as
arctan(4/p)
BER, ~—_ W1 ) (55)
NP 20(1+ p)

where arctan(.) is the inverse of tangent.
In the following, the error rate analysis is done for higher modulation orders such as QPSK and M-ary QAM. The
closed form SER derivation for M-ary QAM in Nakagami distribution is provided as*

4(1— \/%) x/2 1s 4(1—%)2 #/4 1s
SER, = — V" / exp | —2— )dp - ————— / exp [ —2=2— ) do. (56)
P2 T 0 sin“¢ T 0 sin“¢

3.6 | SER analysis of the transmitted symbol of Eve’s data

As it is stated in the previous sections, subcarrier activations in the proposed scheme are dependent on the Bob’s data,
and these activations are made in a descending order (ie, from the subcarriers that have higher channel amplitude to
lower channel amplitude). For this reason, subcarrier activations of Eve’s transmission is randomly operated and the
PDF of the instantaneous SNR of Eve is considered to be Rayleigh, which leads the SER performance of Eve under the
proposed scheme to be same as the original OFDM. Under these circumstances, the BER performance of Eve under BPSK
modulation (M = 2) where y, = y.log, 2 = y, can be given as

1 (o]
BER, = > / erfc(1/7e)Py, (ve)dye. (57)
0

By substituting the corresponding PDF expression of the effective instantaneous SNR of Eve, (46), into (58), the
acquired integration formula becomes

1 /% 1 Ve
BER, = — erfc(r/7e) < — > ex <—_> dye. (58)
2/0 ViO\ag, ) TP \ay

ele
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TABLE 2 Simulation parameters
Modulation type (M)
Channel type
IFFT/FFT size (Ny)
CP guard interval (samples)
Number of subblocks in each OFDM symbol (G)
Number of available subcarriers in each subblock (V)
Number of bits mapped to each subblock (p;)
Multipath channel delay samples locations
Multipath channel tap power profile (dBm)
Channel length (L)

Abbreviations: CP, cyclic prefix; OFDM, orthogonal frequency division multiplexing.

BPSK, QPSK, 8-QAM
Rayleigh

64

9

16

4

2

[03568]
[0-8-17 -21 -25]

9

To obtain the closed-form expression for Eve’s BER, the above integral can be solved and its final solution can be

presented as

BER, = = |1 -

Ve

1+7,

(59)

T o2
U)101
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1073 | - -3 - Analytical SER OFDM-SNM-ISS (Bob), N =
—&— Simulated SER OFDM-SNM-ISS (Bob), N =
- <) - Analytical SER OFDM-SNM-ISS (Bob), N =
—— Simulated SER OFDM-SNM-ISS (Bob), N =
- = - Analytical SER OFDM-SNM-ISS (Bob), N =

Simulated SER OFDM-SNM-ISS (Eve), N =
—<— Simulated SER OFDM-SNM-ISS (Eve), N =
N=

TEz==zs

©

® A NN

Simulated SER OFDM-SNM-ISS (Eve),
T T

0 5 10 15

30

FIGURE 10 Simulation and analytical symbol error rate performances of the proposed interference signal superposition algorithm
supported orthogonal frequency division multiplexing with subcarrier number modulation scheme under different M-ary modulation orders

for both Bob and Eve
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Simulation results of the throughput of the proposed interference signal superposition algorithm supported orthogonal
frequency division multiplexing with subcarrier number modulation scheme under different M-ary modulation orders for both Bob and Eve

For the transmission of Bob’s data to Eve in higher modulation orders, Equation (49) can be adopted from Reference
40 as the closed-form expression of Eve’s M-QAM SER derivation over Rayleigh fading channel, which is given as

\/M—1> - 157,

SERe:2<
VM

1'5765 4
X|1—4/—— | —arctan
M-1+ 1'57’es p 1

M-1+157,

(%)

M-1+157,

60
1.57,, (60)

It should be stated that the above derived formulas for the both BER and SER analysis of Eve are only applicable for
those cases where the transmitted data, which is empowered by the artificial interference signal matches with the Eve’s
CSI. However, since the artificial interference signal that is appended on the transmitted data is specifically designed
according to Bob’s channel, and the adaptive interleaver that activates the subcarriers that transmit Bob’s data cannot be
reached by Eve, her performance will not be the same as (59) and (60). In fact, performance of Eve will be dramatically
decreased due to the fact that she cant have an access to the artificial interference signal vector of Bob.

3.7 | Secrecy capacity

In this section, secrecy capacity of the proposed ISS algorithm is investigated. In order to do this, such a transmission
environment where Alice transmits data to Bob over a standard additive white Gaussian noise (AWGN) with zero mean
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FIGURE 12 Secrecy throughput of the proposed interference signal superposition algorithm supported orthogonal frequency division
multiplexing with subcarrier number modulation scheme under different M-ary modulation orders

and unity variance is considered under the existence of an eavesdropper, Eve, where her receiver has lower SNR than Bob’s
(ie, ||H;, || > ||H;,|]). For this setup the secrecy capacity of the proposed ISS algorithm supported OFDM-SNM scheme can
be given as*
C;=Cp—C, (61)
where
1
Co=> log,(1 + 7»), (62)
is the expression of the capacity of Bob’s channel and
1
Ce = 5 10g2(1 + 7e), (63)
represents the capacity of Bob’s channel.
Because of the fact that in each usage of complex AWGN channel the total number of real AWGN channel usage is

two, Cp and C, can also be represented as follows

Cp = log,(1 + yp), (64)
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FIGURE 13 Peak to average power ratio (PAPR) performance of the proposed interference signal superposition algorithm supported
orthogonal frequency division multiplexing with subcarrier number modulation scheme for Bob and its comparison with the PAPR of the
other competitive schemes in the literature

and

C. =log,(1 + 7). (65)

By deploying these values given in (64) and (65) in (61), secrecy capacity formulation of the proposed scheme can be
finalized as

1 1+y,)—1 1+7.), > Ve
c. = 0og, 1 +yp)—log, (1 +7ve), ¥b> v (66)
0, Yb < Ye-

3.8 | Secrecy outage performance

In this section, the secrecy outage probability of the ISS algorithm supported OFDM-SNM scheme is analytically
investigated. The secrecy outage probability can be mathematically expressed as

Pout(Rs) = P(Cs < Ry), (67)
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FIGURE 14 Biterror rate comparison of the proposed interference signal superposition algorithm supported orthogonal frequency
division multiplexing with subcarrier number modulation for Bob’s data with its competitors in the literature

where R; > 0 represents the targeted secrecy rate and desired to be bigger than the instantaneous secrecy capacity, Cs.

Secrecy outage probability can be further expressed as’

Pout(Rs) = P(Cs < Rslyp > 7a)P(ys > ve) + P(Cs < Rslyp L ¥e)P(¥p < 7e). (68)

Since R; > 0, the case where y, <y, P(Cs < Rs|yp < 7e) is always considered to be unity, that is, 1. Thus, (68) can be

simplified as

The probability of the case where y, > y, can be calculated as

P(Cs > 0) =P(yp > 7o) =

Pout(Rs) = P(Cs < Rglyp > 7)P(rp > Ye) + P(rp < 7e). (69)

PK&>®=7W%>%%3/ /,HanWﬂ%, (70)
0 0

(o] }/b
WQ>m=m%>m=/ /PMm%mMm%, (71)
0 0

(72)

The probability of the case where y; < y, can be calculated by subtracting the probability of y, > y, from all the possible

cases given as

Plrp <ve) =1=Pp > Ve,

(73)
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FIGURE 15 Throughput comparison between proposed interference signal superposition algorithm supported orthogonal frequency
division multiplexing (OFDM) with subcarrier number modulation with other competitive OFDM schemes under BPSK modulation

Y
Plyp <ve) = ——. (74)
bt 7e
Lastly, the first term of (69) can be given as*
Yy +7 R _
1- Lol lfe_ exp <—2_ 1>- (75)
Yp+ 277, b

By substituting (72), (74), and (75) into (69), the resulting secrecy outage probability can be determined as

Y 2Rk 1
Pou(Rg) =1 — —2— exp (— — ) : (76)
Yo+ 277, Vb

4 | SIMULATION RESULTS

In this section, performance metrics of the proposed ISS algorithm supported OFDM-SNM scheme is analyzed in terms
of BER, SER, throughput, peak to average power ratio (PAPR), and secrecy outage probability, and power spectral density.
Also the metrics of the proposed scheme are compared with the other competitive schemes in the literature. Simulation
parameters of the proposed scheme are given in Table 2.

As it can be observed from Table 2, channel type that is used for the transmission of the data between Alice and Bob
under the existence of Eve is considered to be Rayleigh with equal length (L = 9). The IFFT/FFT size of Bob and Eve’s
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FIGURE 16 Throughput comparison between proposed interference signal superposition algorithm supported orthogonal frequency
division multiplexing (OFDM) with subcarrier number modulation with other competitive OFDM schemes under QPSK modulation

receivers are defined as 64, and in order to mitigate the intersymbol interference (ISI), a CP with length of 9 is appended.
Moreover, simulated results are generated for both BPSK and higher modulation orders such as QPSK, and 8-QAM.

Figure 10 shows the simulation and analytical BER performances of the proposed ISS algorithm supported
OFDM-SNM scheme under different M-ary modulation orders for both Bob and Eve. In this figure while the straight
lines represent the simulation outputs, dashed lines represent the theoretically analyzed results for different M-ary mod-
ulation orders. It can be inferred from Figure 10 that while the Bob’s BER results get better values in each increment of
the SNR value, E, /N, 1, Eve’s BER performance follows a straight line without any curve at any SNR value. This is due to
the fact that while the additive artificial interference signal that is specifically created for Bob’s effective channels can be
successfully differentiated at the transmitter for the transmission of Bob’s data, the differentiation of this artificial inter-
ference signal cannot be canceled for the transmission of Eve since the CSI of Eve does not match with the noise vector
ng, which leads the received signal at the Eve’s receiver to be a meaningless, corrupted data.

Figure 11 shows the simulated throughput performances of Bob and Eve under different M-ary modulation orders. As
it can be observed from the figure, while the throughput performances of Bob under different M-ary modulation orders,
black dashed line for BPSK (M = 2), red dashed line for QPSK (M = 4), and blue dashed line for 8-QAM (M = 8), get better
values for each increment of SNR, the throughput performances of Eve for different M-ary modulation orders does not
change and follows a low path at 0.5 level for any SNR value for both M-ary modulation orders, green dashed line for BPSK
(M = 2), yellow dashed line for QPSK (M = 4), and cyan dashed line for 8-QAM (M = 8), that are presented in Figure 11.

Figure 12 represents the secrecy throughput of the proposed ISS algorithm under different M-ary modulation orders.
When Figure 12 is compared with Figure 11, it can be seen that the difference between the throughput of Bob and
the provided secrecy throughput is not significantly large, which proves the robustness of the proposed scheme against
eavesdroppers.
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FIGURE 17 Secrecy outage probability of the proposed interference signal superposition algorithm supported orthogonal frequency
division multiplexing with subcarrier number modulation for y, = 0, 5, and 10 dB while R; = 1

Another important notion that must be investigated along with the SER and throughput in determining the perfor-
mance is the PAPR of the proposed scheme. For this reason, the PAPR performance of the proposed scheme for Bob is
shown and compared with its competitor schemes in the literature as given in Figure 13. As it can be observed from this
figure, while the performance of the proposed scheme, depicted in purple line, exceeds the performance of the classi-
cal OFDM, and OFDM-IM, depicted in orange line and green line, respectively, it also shows similar characteristics with
plain OFDM-SNM, which is shown in blue line. Thus, Figure 13 proves the fact that the additional artificial interference
signal does not create a disadvantage in terms of the PAPR performance during the transmission of Bob’s data.

It is also important to compare the BER performance of the proposed scheme with its other competitors to be able to
observe the effects of the artificial interference signal on Bob’s data and make an inference whether the artificial inter-
ference signal ruins Bob’s data, even it is a slightly degradation in BER, as well as Eve’s data. In order to make this
comparison the BER vs E} /N, r performance for different modulation options of OFDM is shown in Figure 14. As it can
be observed from Figure 14, the performance of the proposed ISS algorithm supported OFDM-SNM shown almost the
same performance as the plain OFDM-SNM and it even exceeds the performance of the plain OFDM-SNM at the SNR
level 25. It is also possible to observe that the performance of the proposed scheme shows superior performance than the
classical OFDM and most of the other competitor transmission techniques that are paired with OFDM. With a simple
interpretation from Figure 14, it can be inferred that the ISS algorithm that is applied on the OFDM-SNM scheme does
not bring any disadvantage in terms of BER along with the perfect secrecy.

Figures 15 and 16 show the throughput performances of the proposed ISS algorithm supported OFDM-SNM scheme
and their comparisons with the other competitive OFDM-based schemes under BPSK and QPSK, respectively. As it can
be seen from Figure 15, throughput performance of the proposed scheme shows almost the same performance of the plain
OFDM-SNM and it also outperforms the performance of classical OFDM as well as OFDM-IM and OFDM-SGM under
BPSK conditions. Similarly in Figure 16, it can be observed that the performance of the proposed scheme shows similar
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FIGURE 18 Power spectral density of the proposed proposed interference signal superposition algorithm supported orthogonal
frequency division multiplexing (OFDM) with subcarrier number modulation scheme and its comparison with the featured competitive
modulation options of OFDM

characteristics with the plain OFDM-SNM in terms of throughput under QPSK conditions. It is also possible to infer that
the performance of the proposed scheme has the capability to outperform the throughput performance of its competitor
scheme OFDM-IM. By depicting these two figures it can be proved that the proposed physical layer security algorithm
does not have any effect on the throughput performance of the legitimate user’s data and does not cause any degradation
during the transmission.

Secrecy outage probability is another necessary parameter to be investigated in order to discover the merits of the
proposed ISS algorithm supported OFDM-SNM scheme. For this reason, depiction of the secrecy outage probability of
the proposed scheme is given in Figure 17 for different y, values, such as 0, 5, and 10, while the desired secrecy rate is
defined unity (ie, Ry = 1). As it can be inferred from from the figure, as y, value decreases, a drastic improvement occurs
in terms of secrecy outage probability of the proposed scheme as Bob’s SNR value increases, which ensures the secrecy of
Bob’s data.

Figure 18 depicts the power spectral density of the proposed OFDM-SNM scheme that is supported by the ISS
algorithm. As it can be observed from this figure, both classical OFDM, OFDM-IM, OFDM-SNM, and ISS-OFDM-SNM
show similar performances in terms of power spectral density.

5 | CONCLUSION
In this paper, a novel ISS algorithm is applied to the OFDM-SNM scheme to abolish the security issue, which OFDM-SNM

is not capable of overcoming this issue on its own. The fundamental idea to protect the data of the legitimate receiver
relies on embedding an artificial interference signal that is specifically designed according to the legitimate receiver’s CSI,
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into the transmitted symbols. This creates such an environment that allows to OFDM-SNM system to send additional
data by exploiting the number of subcarriers, while the secrecy of the transmitted data is substantially ensured against
eavesdroppers. Analytical calculations and simulation results under different M-ary modulation orders prove that by
applying such a security algorithm, OFDM-SNM scheme is led to be perfectly protected against external eavesdroppers
without any degradation in terms of SER and throughput.
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